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1. BFR R / Research Achievements
(1) &AM 3C / Refereed journal papers

1.

10.

11.

12.

Yu-ichi Hayashi, Naofumi Homma, Yohei Toriumi, Kazuhiro Takaya, and Takafumi
Aoki, “Remote Visualization of Screen Images Using a Pseudo—Antenna that Blends
into the Mobile Environment,” IEEE Transactions on Electromagnetic Compatibility,
Vol. 59, Issue 1, pp. 24-33, DOI: 10.1109/TEMC. 2016. 2594237, August 2016.

Ville Yli-Mayry, Naofumi Homma, and Takafumi Aoki, “Power Analysis on Unrolled
Architecture with Points—of-Interest Search and Its Application to PRINCE Block
Cipher,” [EICE Transactions 100-A (1), pp. 149-157, DOI:
10. 1587/transfun. E100. A. 149, January 2017

Makoto Nagata, Daisuke Fujimoto, Noriyuki Miura, Naofumi Homma, Yu-ichi Hayashi,
and Kazuo Sakiyama, “Protecting cryptographic integrated circuits with side-
channel information,” IEICE Electronics Express, Vol. 14, No. 2, pp. 1-13, DOI:
10.1587/elex. 14. 20162005, January 2017

Rei Ueno, Naofumi Homma, Yukihiro Sugawara, and Takafumi Aoki, “Formal Approach
for Verifying Galois Field Arithmetic Circuits of Higher Degrees,” IEEE
Transactions on  Gomputers, Vol. 66, No. 3, pp. 431-442, DOI:
10.1109/TC. 2016. 2603979, March 2017

Shoei Nashimoto, Naofumi Homma, Yu-—ichi Hayashi, Junko Takahashi, Hitoshi Fuji,
and Takafumi Aoki, “Buffer overflow attack with multiple fault injection and a
proven countermeasure,” Journal of Cryptographic Engineering, Vol. 7, Issue 1,
pp. 35-46, DOI: 10.1007/s13389-016-0136-3, April 2017

Naofumi Homma, Yu-ichi Hayashi, Naoriyuki Miura, Daisuke Fujimoto, Makoto Nagata,
and Takafumi Aoki, “Design Methodology and Validity Verification for a Reactive
Countermeasure Against EM Attacks,” Journal of Cryptology, Vol. 30, Issue 2, pp.
373-391, DOI: 10.1007/s00145-015-9223-3, April 2017.

Rei Ueno, Naofumi Homma, Takafumi Aoki, and Sumio Morioka, “Hierarchical Formal
Verification Combining Algebraic Transformation with PPRM Expansion and Its
Application to Masked Cryptographic Processors,” IEICE Transactions on
Fundamentals of Electronics, Communications and Computer Sciences, Vol. E100-A,
No. 7, pp. 1396-1408, DOI: 10. 1587/transfun. E100. A. 1396, July 2017.

Rei Ueno, Naofumi Homma, and T. Aoki, “Automatic Generation System for Multiple-
Valued Galois-Field Parallel Multipliers,” IEICE Transactions on Information and
Systems, Vol. E100-D, No. 8, pp. 1603-1610, DOI: 10.1587/transinf.2016LOP0010
August 2017.

Rei Ueno, Naofumi Homma, Yasuyuki Nogami, and Takafumi Aoki, “Highly Efficient
GF (2°8) Inversion Circuit Based on Hybrid GF Representations,” Journal of
Cryptographic Engineering, DOI: 10.1007/s13389-018-0187-8, March 2018. (Preprint).

Saki Osuka, Daisuke Fujimoto, Yu—ichi Hayashi, Naofumi Homma, Arthur Beckers, Josep
Balasch, Benedikt Gierlichs, and Ingrid Verbauwhede, “EM Information Security
Threats Against RO-Based TRNGs: The Frequency Injection Attack Based on IEMI and
EM Information Leakage,” IEEE Transactions on Electromagnetic Compatibility, DOI:
10. 1109/TEMC. 2018. 2844027, June 2018. (Preprint)

Yu-Ichi Hayashi and Naofumi Homma, “Introduction to Electromagnetic Information
Security,” IEICE Transactions on Communications, Vol. E102-B, No. 1, pp. 40-50
DOI: 10.1587/transcom. 2018EBI0001, August 2018. (Invited)

Manami Suzuki, Rei Ueno, Naofumi Homma, and Takafumi Aoki, “Efficient Fuzzy
Extractors Based on Ternary Debiasing Method for Biased Physically Unclonable
Functions,” IEEE Transactions on Circuits and Systems I: Regular Papers, Vol. 66,
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13.

14.

Issue 2, pp. 616-629, DOI: 10.1109/TCSI.2018. 2869086, September 2018

Akira Ito, Rei Ueno, Naofumi Homma, Takafumi Aoki, “Characterizing Parallel
Multipliers for Detecting Hardware Trojans,” Journal of Applied Logics, Vol. 5,
No. 9, pp. 1815-1832, DOI: None, December 2018.

Rei Ueno, Manami Suzuki, and Naofumi Homma, “Tackling Biased PUFs through Biased
Masking: A Debiasing Method for Efficient Fuzzy Extractor,” IEEE Transactions on
Computers, DOI: 10.1109/TC. 2019. 2897996, February 2019. (Preprint)

(2) RERXERFICHS EFRMTERSHBRRIKX

Ful | papers in refereed conference proceedings equivalent to journal papers

1.

Rei Ueno, Sumio Morioka, Naofumi Homma, and Takafumi Aoki, “A High Throughput/Gate
AES Hardware Architecture by Compressing Encryption and Decryption Datapaths -
Toward Efficient CBC-Mode Implementation,” International Conference on
Cryptographic Hardware and Embedded Systems (CHES 2016), Lecture Notes in Computer
Science 9813, pp. 538-558, Springer-Verlag, DOI: 10.1007/978-3-662-53140-2_26,
August 2016.

Rei Ueno, Naofumi Homma, Sumio Morioka, and Takafumi Aoki, “Automatic Generation
of Formally-Proven Tamper—Resistant Galois—Field Multipliers Based on Generalized
Masking Scheme,” IEEE Design, Automation and Test in Europe Conference and

Exhibition 2017 (DATE 2017), pp. 978-983, DOI: 10.23919/DATE. 2017. 7927133, March
2017.

Noriyuki Miura, Kohei Matsuda, Makoto Nagata, Shivam Bhasin, Ville Yli-Mayry
Naofumi Homma, Yves Mathieu, Tarik Graba, and Jean-Luc Danger, “A 2.5ns-Latency
0.39pd/b 289um2/Gb/s Ultra-Light-Weight PRINCE Cryptographic Processor,” 2017
Symposium on VLSI GCircuits, Digest of Technical Papers, pp. (266-C267, DOI:
10.23919/VLSIC. 2017. 8008502, dJune 2017

Daisuke Ishihata, Naofumi Homma, Yu—ichi Hayashi, Noriyuki Miura, Daisuke Fujimoto
Makoto Nagata, and Takafumi Aoki, “Enhancing Reactive Countermeasure against EM
Attacks with Low Overhead,” 2017 IEEE International Symposium on Electromagnetic
Compatibility, pp. 399-404, DOI: 10.1109/ISEMC. 2017. 8077903, June 2017

Ville Yli-Mayry, Daisuke Miyata, Naofumi Homma, Hayashi Yuichi, and Takafumi Aoki,

“On the Evaluation of Electromagnetic Information Leakage from Mobile Device
Screens,” Joint IEEE EMC & APEMC, pp. 1050-1052, DOI: 10.1109/ISEMC. 2018. 8393945
May 2018.

(3) EER{TEM EE / Papers in refereed conference proceedings

1.

Wataru Kawai, Rei Ueno, Naofumi Homma, Takafumi Aoki, Kazuhide Fukushima, and
Shinsaku Kiyomoto, “Side channel Security Evaluation for KCipher-2 Software on
Smart Cards,” 25th International Workshop on Post-Binary ULSI Systems, pp. 9-12,
DOI: None, May 2016.

Ville Yli-Maeyry, Naofumi Homma, and Takafumi Aoki, “Power Analysis on Unrolled
PRINCE Processor and its Countermeasure,” 25th International Workshop on Post-
Binary ULSI Systems, pp. 22-25, DOI: None, May 2016.

Daisuke Ishihata, Naofumi Homma, Yu—ichi Hayashi, Noriyuki Miura, Daisuke Fujimoto
Makoto Nagata, and Takafumi Aoki, “Enhancement of Reactive Countermeasure against
Side - Channel Attacks with Microprobing,” 25th International Workshop on Post-
Binary ULSI Systems, pp. 28-32, DOI: None, May2016.

Rei Ueno, Yukihiro Sugawara, Naofumi Homma, and Takafumi Aoki, “Formal Design of
Pipelined GF Arithmetic Circuits and Its Application to Cryptographic Processors,”
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10.

11.

12.

13.

14.

15.

16.

2016 IEEE 46th International Symposium on Multiple-Valued Logic (ISMVL), pp. 217-
222, DOI: 10.1109/ISMVL. 2016. 25, 2016

Ville Yli-Mdayry, Naofumi Homma, and Takafumi Aoki, “Chosen-Input Side-Channel
Analysis on Unrolled Light-Weight Cryptographic Hardware,” The 18th International
Symposium on Quality Electronic Design, pp. 301-306, DOI:
10. 1109/1SQED. 2017. 7918332, March 2017

Rei Ueno, Naofumi Homma, and Takafumi Aoki, “Toward More Efficient Tamper-
Resistant AES Hardware Architecture Based on Threshold Implementation,”
International Workshop on Constructive Side-Channel Analysis and Secure Design
(COSADE 2017), pp. 50-64, DOI: 10.1007/978-3-319-64647-3_4, April 2017

Manami Suzuki, Rei Ueno, Naofumi Homma, and Takafumi Aoki, “Multiple-Valued
Debiasing for Physically Unclonable Functions and Its Application to Fuzzy
Extractors,” International Workshop on Constructive Side—Channel Analysis and

Secure Design (COSADE 2017), pp. 248-263, DOI: 10.1007/978-3-319-64647-3_15, April
2017.

Wataru Kawai, Rei Ueno, Naofumi Homma, Takafumi Aoki, Kazuhide Fukushima, and
Shinsaku Kiyomoto, “Practical Power Analysis on KCipher-2 Software on Low-End
Microcontrollers,” [IEEE EuroS&P Workshops on Security for Embedded and Mobile
Systems (SEMS), pp. 113-121, DOI: 10.1109/EuroSPW. 2017. 60, April 2017

Rei Ueno, Naofumi Homma, and Takafumi Aoki, “A Systematic Design of Tamper-
Resistant Galois—Field Arithmetic Circuits Based on Threshold Implementation with
(d+1) Input Shares,” [IEEE 47th International Symposium on Multiple-Valued Logic
(ISMVL), pp. 136-141, May 2017.

Kazuhide Fukushima, Rui Xu, Shinsaku Kiyomoto, and Naofumi Homma, “Fault Injection
Attack on Salsa20 and ChaCha and a Lightweight Countermeasure,” 2017 IEEE
International GConference on Trust, Security and Privacy in Computing and
Communications, pp. 1032-1037, 10.1109/Trustcom/BigDataSE/ICESS. 2017. 348, August
2017.

Kazuhiro Oshida, Rei Ueno, Naofumi Homma, and and Takafumi Aoki, “On Masked
Galois—Field Multiplication for Authenticated Encryption Resistant to Side Channel
Analysis,” International Workshop on Constructive Side-Channel Analysis and

Secure Design (COSADE) 2018, pp. 44-60, DOI: 10.1007/978-3-319-89641-0_3, April
2018.

Kosuke Koiwa, Daisuke Fujimoto, Yuichi Hayashi, Makoto Nagata, Makoto Ikeda,
Tsutomu Matsumoto, and Naofumi Homma, “EM Security Analysis of Compact ECDSA
Hardware, ” Joint IEEE EMC & APEMC Reviewed Abstract, p. 12, DOI:
10. 1109/ISEMC. 2018. 8394012, May 2018.

Saki Osuka, Daisuke Fujimoto, Yu—ichi Hayashi, Naofumi Homma, Arthur Beckers, Josep
Balasch, Benedikt Gierlich, and Ingrid Verbauwhede, “Fundamental Study on Non-
invasive Frequency Injection Attack against RO-Based TRNG, ” Joint IEEE EMC & APEMC
Reviewed Abstract, p. 8, DOI: 10.1109/ISEMC. 2018. 8394008, May 2018.

Akira Ito, Rei Ueno, Naofumi Homma, and Takafumi Aoki, “On the Detectability of
Hardware Trojans Embedded in Parallel Multipliers,” IEEE 48th International
Symposium on Multiple-Valued Logic, pp. 62—67, DOI: 10.1109/ISMVL. 2018.00019, May
2018.

Manami Suzuki, Rei Ueno, Naofumi Homma, and Takafumi Aoki, “Quaternary Debiasing
for Physically Unclonable Functions,” [IEEE 48th International Symposium on
Multiple-Valued Logic, pp. 7-12, DOI: 10.1109/ISMVL.2018. 00010, May 2018.

Akira Ito, Rei Ueno, Naofumi Homma, and Takafumi Aoki, “A Non-Reversible Insertion
Method for Hardware Trojans Based on Path Delay Faults,” International Workshop
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on Security Proofs for Embedded Systems (PROOFS) 2018, pp. 50-67, DOI:
doi.org/10.29007/fxvv, September 2018.

4) BEFG L LERSE - > ROHLE / Papers in conference proceedings
%% (275 L /None

(5) #a5% - #25% / Review articles

1.

ABEX, HME— “BHEREX1) T OEHFHRA~BHNIBEZTORE~" BE
1B A T4« 7, Vol. 72, No. 6, pp. 862-866, November 2018.

(6) EFE[TEANSEE / Refereed proceedings in domestic conferences
%5127 L /None

(7) BEFHZ LERWTEE - $#8< / Proceedings in domestic conferences

1.

10.

11.

FHKXH, L8 ABEEX, FAEX, “‘BINEESOEODOME/I—HEHOTIK
EEICEAYT SmE,” FI9MMBEREIA—F L, Vol. 39, No. 3, pp. 1-7, September
2016.

BMARMEE, L¥E AMRX FAEX, “DEEINRHEHKOZELEZOEAICZE
T 55,7 FEIEZBMEHREIA—S5L, Vol. 39, No. 4, pp. 1-8, September 2016.
(BERB A —S LEHERE

E84E ABRX, FAEX, “MERBRICEI(ME oNA—HAO7AREMEERED
EREHCBAT AREt,” FI0EZBEREEZFOMRAHES, No. 8, pp. 38-43, January
2017.

EEME, F W EASHE ABEX, “Salsa20/ChaCha IZxt3 2[EFIAKREEZFD
R, 2011 EBESEFEREF) T4 UERDH L (SCIS2017), Vol. 2A3-1, pp. 1-5,
January 2017.

DHXM, L¥HE AMEX FAEX, “RBIAEMNESEEOME/A—MHADT7HREEC
WNTHHA EFrRILKE,” 2011 FRESELEFEREX2) T4 0RO DL (SCIS2017),
Vol. 3C1-4, pp. 1-7, January 2017.

T4l YI DI, AREEX BAZEX, “FTrO—)LFREEESN—KOIT7ICHT
LHBRREXBENER 4 FF v RILEWF,” 2017 EBSEBERET )T URDD
L (SCIS2017), Vol. 3C1-5, pp. 1-6, January 2017.

84, ABRX, FAEX, “TBTIHIZEICMAEUN—MHEET 2E5F AESES/N
— Kz 7DERE" 2017 EESEERETIUT 4RI DL (SCIS2017), Vol.
3C1-2, pp. 1-7, January 2017. (SCIS WX EZE)

BARMEE, LFHE AERX FARAEX, “LSERPUFICEDIHENLG D 7 o—HE
FBROEKE,” 2017 ERBEBHREFT )T PRI L (SCIS2017), Vol. 3C1-5, pp.
1-8, January 2017.

TJawlo)I ), XEEX, WE— BEBFE FH = HAEE $FHEZ 5
BIE, BAEY, “TREICLIBEHMMNEEFEREAVOREMHITEFE " EFER
BIEFEHREKRE, AS-3-11, March 2017.

HE— XERX “HYAN—ZEHIZEFTEIHREETILEIN—FIIT7AOYEREIZL
BHAREMN?,” BFFEHREBEEFZSHLEKRSE, AS-3-9, March 2017.

ERZE, JawloUII, ABEX, BFBAEX, “HHTEHBRICEDKHETERITHE
SOEMERE " F29 FEESLBRFESRILZEES KRS, 1F15, August 2017. (1
BB EERIL T EHERME)




12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

21.

28.

29.

FEIE LFHE ABEX BFAEX “FE7ILIVIALIZRHTEN—FKoz7 hOq
BATTREMDOFHE, ~ F29 FEERBERFESRIIZEES KRS, 1E05, August 2017.

FEE LEFE ZIKF'EIF']I FAREX, “E#HEEN—FKOzT77ILITYXLOHRERMN
B9 55t FA0RIZEREIA+—F L, Vol. 40, No. 16, September 2017.

BEZE, JavloUIII, AEEX, BAZEX, “BREEICEDHWEIERITH
SNEMERE " FAEZEREI+—SL, Vol. 40, No. 17, September 2017.

EHXE, JovyloUTVI, XEREX WE— BFAEX “RAI—FTNASRDBL
DEHHERREZ VOFHEICEAT 585, N—Foz7EF2)T174+—FL 2017,
RA & —No. 11, December 2017.

BEEE, EFE AEEX, FAZEX, “N—F9z7 O HEANREL AFEEST
— A NNRIZET B, N—F9xz7E€Xa1UTF4 74— L 2017, RX%HZ—No. 9,
December 2017.

BE T BAKAN, ME—, ARBIEX, Arthur Beckers, Josep Balasch, Benedikt
Gierlichs, Ingrid Verbauwhede, “H4 KF ¥ RILIEHRZERELBERBZ~DIERER
BIRBUEAKE,” 2018 EFSEEREXI) T4 2RO DL (SCIS 2018), No. 1D2-
4, January 2018.

Ville Yli-Mayry, EHXEH, #E— AXEREX FBAEX, “RI—rTNIZADLLDE
HHEREA VIR T 2ReMEMFE 7 2018 FEBSLEREF )TV URIILA
(SCIS 2018), No. 1D1-3, January 2018.

DHXM, Lt%HE AMEX FAEX MHEE REMNE, FXEE “Ho7HFE
BIZCEOCFEEA 9.*._52[ T HRBT A FFrRIILKE,” 2018 FRES LFEREF2
T4 oL (SCIS 2018), No. 1D1-6, January 2018.

BABESR, L£FHE ABERX FAEX, ‘NATREESOPUF T I2E8FLT4E
TINATIUG,7 2018 FERSEEREX) T4 URI DL (SC1S2018), No. 2D2-2,
January 2018.

L¥E BARAKRRE FEEX FAEX, “RFEIRFUTICEILLT7O—HEHBD
BRL” 2018 ERESLBEHREX T4 RO L (SCIS 2018), No. 2D2-3, January
2018.

L84 ARBEX, FEE FAREX, “ELEA—/N—A~y FEEI LS o —14
AES BEB/N—FKox7,” 2018 FERESEBEHREF )T PRI L (SCIS 2018), No
3D2-4, January 2018.

INEMTY, BAKRS, ME—, KHEE, B HwAY AEEX “BAHERERO/ND
RIRRE(C *TTéﬂ'ﬂT’Sl vN—1EETE, 7 2018 EEFIFHBEFEME, AS-2-1, pp. s-21,
March 2018.

L¥P5E, AR, SREMFE], ER—E, “ABSOIRN—FKVIT77—FTIFvEED
i, ” N—FIzTFEF2)TAHAEE, pp. 17-22, April 2018.

MEFE, AEEX, “TMEFIEMBEAEAXOEAAERMITEREICET H&EH.”7
LSI £ RTFLDT—4 S 3w 72018, RRXA—No. 52, May 2018.

BEHXE TJsvyLlLoUTOIL, HE— XERX “RY— T ZRAOEHHEERE
H|FA VIS T HHMETHEEEEFE " LSI EVRTLDT—H 3y T 2018, KRR
4 —No. 50, May 2018.

REMEE, LFHE AMEX, FAEX “NRAEBESKEIZEICN—FIz7 O/ DR
HHEAZE ZOFE, " EOtX2UT47—22 397 2018, pp. 349-356, July
2018.

EAAMAR, LEPFE ABAX “HAO7REEOERFICEIDIHMETIABEN—FD

T 7DHKE7 T 0 EEEXBEREESRIEIIHESKE, 2619, September 2018.

HHERT, ETE, ABREX, “PFICKIBEENDRELN—FDZ T IDERIATLA
DEREHEEHE, 7 FR 30 FEERBRFSRILIZEIES KRS, 2G17, September 2018.




30.

31.

32.

33.

34.

35.

36.

31.

38.

39.

40.

41.

42.

MBEE, ABRX, “BHAOESRBRICEDI(MEFTEMEENENERERE " F
B 30 FEERBERESEIXZEES KRS, 2H17, September 2018.

INERSY, EEEE, BAKS, ME—, KHE, tEH LOAH AMEEX, “fEABBER
ZBRAN—FIIT7ICHTEYA FFrRILEHEBELEZOREK,” F4 EZEREI+—T L4,
Vol. 41, No. 08, September 2018.

EHXE Taosvl-oUIDL, WE— AREEX “AI—FTNASRDBHHNER
SHEMICEET H51RET,” F 41 BBEREIA—F L, Vol. 41, No. 07, September 2018.
(BEREBEIA—S LBEMERE

BHEET, LHiE ABEX, “S{EPUFZANV:-ESEARICETIHE,” F£4@EZ
BRI A4+ —S5L, Vol. 41, No. 09, September 2018.

HEAN tHE SBIEF MWE— XREEX “O0SSRANLLDFYvIal)—UDE
BESMEEME,” N—FozT7tEF2UT4HESR, vol. 118, no. 272, HNS2018-53, pp.
35-40, October 2018.

mEEZe, L¥E FAEX, ARMEX, “HEREBRICEDRing-LEBSN—FYz70
EMEEREICET LHI®RE,” N—FozT7EFX2) T HEE, vol. 118, no. 272,
HWS2018-52, pp. 31-34, October 2018.

LH&E, KEEX, “Weak PUF ZAWLN-M2 U/ A—4EESHRI FL—UDERGE,” 2018
EN—FDxzT7tFa2)T4T+—7L, December 2019.

L8588, ABEX, “RETRAFUITDEEILPIF ~ADHLEEZDORSRBER~DIGA,”
£ 32 EZEREEFOICHEBES, No. 7, pp. 49-57, January 2019.

FEE EFHE AEEX, FAEX, “Aa7HEN—FH9z77)IL3YXLOFRKM
O4 27 —MRIEFE " 2019 FERESEFEREXL) T4 0RO D L (SCIS 2019), No.
2D1-4, January 2019.

KREBEH, BEAKXKSN, ARBRE3L, Arthur Beckers, Josep Balasch, Benedikt Gierlichs,
Ingrid Verbauwhede, #f&—, “TRNG on-the-fly TR FZEELLYFTAIL—EAR
—ADNEMERBADOERYBCIAKE,” 2019 FEELEREXIUT A OURSY L
(SCIS 2019), No. 2D4-3, January 2019.

L5 EENE HHEE BFAEE XEREX, “Polyl305 ~DE—KRERE=-Y
A RFFYrRI)LHEBEFORBEAREEOM, ” 2019 EFSLFEREXFI) T URYD
L. (SCIS 2019), No. 2D3-3, January 2019.

Ville Yli-Mayry, LE¥f%8, AMRX, FAZX, =iF#z, WHEMFE, KHE, Shivam
Bhasin, Yves Mathieu, Tarik Graba, Jean-Luc Danger, “IEEERESICHEITAH/HESH
UERMLDHA FFYRILBZWVEFDORMIZE D MEMARE,” 2019 FiEE L 1EHR
XxaYyFa4oROH L (SCIS 2019), No. 3D3-1, January 2019.

LHE FEEX AEREX, “FHREGNLZEEZETIHREAZEMNMCN—FKDZTT
— XTI FrDET,” 2019 FEEEEFREXFIYT 4RO DL (SCIS 2019), No.
1D1-3, January 2019.

(8) & / Books

1.

2.

Naofumi Homma and Marcel Medwed, “Smart Card Research and Advanced Applications
- 14th International Conference, CARDIS 2015, Bochum, Germany, November 4-6, 2015.
Revised Selected Papers,” Lecture Notes in Computer Science 9514, Springer, ISBN
978-3-319-31270-5, 2016

Wieland Fischer and Naofumi Homma “Cryptographic Hardware and Embedded Systems -
CHES 2017 — 19th International Conference, Taipei, Taiwan, September 25-28, 2017,
Proceedings.” Lecture Notes in Computer Science 10529, Springer, ISBN 978-3-319-
66786-7, 2017



Naofumi Homma, “Special Section of PROOFS 2016,” Journal of Cryptographic
Engineering, 2017

Wieland Fischer and Naofumi Homma, “Special issuie of CHES 2017,” Journal of
Cryptogprahic Engineering, Vol. 8, Issue 2, 2018.

(9) %&F / Patents

1.

wE—, XERX, FAEX, REE R)I#E—K S8ME ~ FvFRIOU-—VAYV—
JUE, “ NTT, %%Ed 2016-91203

WE—, AEEX, FAEX SAME RIMH—B “EHMAERERTME A TLEEL
UZDAE, " NIT, 4B 2016-91204

=z, ARMEX, MEB—, FAREX KHE, ‘YA FFrRILRBEORMEE, Y4
FFr RIIVEBORMEEICKI DY A FF ¥ RILBRBEORIMAE, " RILKE - FKZE,
¥5FA 2017-79336

SBET, S8R ME— AEEX BAZEX “BHMEHRFERTMEE BHHE
RS ES L VOERMNFERRRFEQETOS S L, 7 NTT, H5 2017-122685
SRET, A% S8R #E— XEEAX FAEX “BHEMERRRTMHEE,
BHMBERERIMAZEZS L VEBNERFRIEVLEIT OIS L, " NTT, 55 2017-
146272

FHz BEET Pt HARE S8R ME— AERX, FBAEX, “EBi
HIERETEAMEE . ESHMBERETTMEA ES S VERMNFERET. SHELETOT S
L\, NTT, %G 2018-36552

hitite, FRx RBEET, HARE S8R #HE— XEEAX FAEX “FH
BRI/ NS A ZHEETTIE, " NTT, %56 2018-91645

(10) #A#FEEE / Invited Talks

1.

Naofumi Homma, “Education for Practical Hardware Security Technology, 2016 IEEE
International Symposium on Electromagnetic Compatibility, ” Tutorial session, July
2016.

Naofumi Homma, “Detection and Prevention of Side—Channel Attacks,” 2016 Dagstuhl
Seminar on Foundations of Secure Scaling, August 2016

. Naofumi Homma, “Environmentally Conscious AES Hardware Design,” STMicroelectronics

workshop on hardware security, September 2016

84 FEEXR, AEEX, BAREX, “CHES DENEBHAMLDHREK,” F—[E/N\—
Foxz7Ex%a') T4 7+—7L, December 2016.

AEREX, “loTE¥a1 T4 &XAAHESHMORFTEIAE, " 1EEE SSCS Kansai Chapter
Hffit 3= +—, October 2017.

AREEX, “loTEHROEREXLU T 1M~ AOETEEEFERELREREZES-T
LY Oy REESEES+E 5 —, January 2018.

Naofumi Homma, “Recent Topics on Cryptographic Hardware Design,” National Tsing
Hua University Seminar, April 2018.

Naofumi Homma, “Side—Channel-Aware LSI Design” 2018 International Symposium on
VLSI-Design, Automation and Test (VLSI-DAT), April 2018. (Invited talk)

Naofumi Homma, “Hardware Security: Emerging Research Field in IoT Era,”
International Workshop on Security (IWSEC), September 2018. (Keynote)
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10.

11.

12.

13.

Naofumi Homma, “Hardware Security: Research Field Expanding in IoT Era,” IIH-
MSP, November 2018. (Invited talk)

AMRX, “M2 o/ S—HrES LSI O, 7 LSI EVRTLDIT—9av T, EF
FRBEEFEEENRMEEMEZES (ICD), May 2018.

AEEX, “N—FOxz7EFXF21)TqEHMEZTORE,” REEXE EXR-1EFHR WEZ
#—F L, BEKXREZEXRIERR, November 2018.

AERX, “BRtEX2) T4 Z2XALBEHEM," FFEEALZL, 28BMEZEAUET
EEIREBIMTE, December 2018.

2. ¥4ES8) / Activities in academic societies
(1) #&BEZE0NEE / Activities on committees of academic societies

International

1.

IEEE Sendai Section, Student Activity Committee Chair, January 2018 — present

Domestic

2. EFERBEFE, AVN—F VT AT 7THEEMEZE, May 2010 - May 2016

3. BFREHMBEFER, VLS REHRMAREMES, May 2013 - May 2017

4. BFBEHBEEZESR, N—FVz7tEF%a ) T HRAREMEER, August, 2016 - March
2018

5. ZiEREMES, |FEE, September, 2016 - September, 2018

6. BEFEHMBEFER, N—F2z7tEFa )T HAREMESR, April, 2018 - present

ZiERIEMES ZFEE, September 2018 — present

(2) ZMTMERSBOTE - EE
Planning and organizing academic international conferences.

1.

2016 International Workshop on Constructive Side—-Channel Analysis and Secure Design
Program Committee Member (November, 2015 - April, 2016)

2016 IEEE International Symposium on Multiple-Valued Logic, Publication Chair (May

2015 - May, 2016)

2016 IEEE International Symposium on Multiple-Valued Logic, Program Committee
Member (September, 2015 - May, 2016)

2016 International Technical Conference on Circuits/Systems, Computers and
Communications, Program Committee Member (December, 2015 - July, 2016)

15th Smart Card Research and Advanced Application Conference (CARDIS 2016) Program
Committee Member (December, 2015 - November, 2016)

13th Workshop on Fault Diagnosis and Tolerance in Cryptography Program Committee
Member (January, 2016 - August, 2016)

Workshop on Synthesis And System Integration of Mixed Information technologies
2016, Program Committee Member (December, 2015 - October, 2016)

International Workshop on Cryptographic Hardware and Embedded Systems 2016, Program
Committee Member (December, 2015 - August, 2016)

Workshop on Security Proofs for Embedded Systems 2016, Program Committee Chair



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

(May, 2016 - August, 2016)

2017 IEEE International Symposium on Multiple-Valued Logic, Program Committee
Member (September, 2016 - May, 2017)

2017 International Workshop on Constructive Side-Channel Analysis and Secure Design
Program Committee Member (November, 2016 - April, 2017)

2017 Workshop on Security for Embedded and Mobile Systems, Program Committee Member
(November, 2016 - April, 2017)

International Workshop on Cryptographic Hardware and Embedded Systems 2017, Program
Committee Co-Chair (August, 2016 - September, 2017)

Workshop on Security Proofs for Embedded Systems 2017, Program Committee Member
(January, 2017 - September, 2017)

International Conference on Cryptographic Hardware and Embedded Systems 2018,
Program Committee Member (June, 2017 - September, 2018)

2018 International Workshop on Constructive Side-Channel Analysis and Secure Design
Program Committee Member (August, 2017 - April, 2018)

2018 IEEE International Symposium on Multiple-Valued Logic, Program Committee
Member (September, 2017 - May, 2018)

Workshop on Security Proofs for Embedded Systems 2018, Program Committee Member
(January, 2018 - September, 2018)

8th International Conference on Security, Privacy, and Applied Cryptography
Engineering, Program Committee Member (August 2018 - December 2018)

2019 International Workshop on Gonstructive Side—Channel Analysis and Secure Design
Program Committee Member (July, 2018 - April, 2019)

International Conference on Cryptographic Hardware and Embedded Systems 2019,
Program Committee Member (July, 2018 - August, 2019)

2019 IEEE International Symposium on Multiple-Valued Logic, Program Committee Co-
Chair (September, 2018 - May, 2019)

(3) HTERSCEEDIRE - &% / Editor and reviewer for academic journals.
Editor

1.

Journal of Cryptographic Engineering, Associate Editor (January, 2016 - present)

2. 1ACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), Editorial
Board Member (June, 2017 - present)

3. IEICE Transactions on Information and Systems, Guest Associate Editor, (June 2016
- August 2017)

Reviewer

4. JEICE Transactions on Fundamentals of Electronics, Communications and Computer
Sciences, Reviewer, April 2016

5. 1EICE Electronics Express, Reviewer, April 2016



11.
12.

13.

14.
15.
16.
17.
18.
19.

20.

21.
22.

23.
24.
25.
26.

21.
28.

29.

30.
31.
32.
33.

IEIGE Transactions on Fundamentals of Electronics, Communications and Computer
Sciences, Reviewer, May 2016

IEEE Transactions on Computers, July 2016

[EICE Transactions on Fundamentals of Electronics, Communications and Computer
Sciences, Reviewer, August 2016

IEICE Transactions on Information and Systems, Reviewer, December 2016

IEICE Transactions on Fundamentals of Electronics, Communications and Computer
Sciences, Reviewer, February 2017

IEICE Electronics Express, Reviewer, February 2017

[EICE Transactions on Fundamentals of Electronics, Communications and Computer
Sciences, Reviewer, March 2017

[EICE Transactions on Fundamentals of Electronics, Communications and Computer
Sciences, Reviewer, April 2017

IEEJ Transactions on Electrical and Electronic Engineering, Reviewer, April 2017
IEEE Transactions on VLSI Systems, Reviewer, April 2017

[EICE Transactions on Electronics, Reviewer, May 2017

IEICE Transactions on Communications, Reviewer, June 2017

Journal of Cryptographic Engineering, Reviewer, September 2017

IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), Reviewer,
October 2017 (4 papers)

IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), Reviewer,
January 2018 (4 papers)

Journal of Cryptographic Engineering, Reviewer, February 2018

IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), Reviewer,
April 2018 (6 papers)

IEEE Transactions on Computers, Reviewer, May 2018

IEEE Transactions on Computers, Reviewer, June 2018

[IEICE Electronics Express, Reviewer, June 2018

IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), Reviewer,
July 2018 (4 papers)

Journal of Cryptographic Engineering, Reviewer, August 2018

IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), Reviewer,
October 2018 (4 papers)

IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), Reviewer,
January 2019 (4 papers)

[EEE Transactions on Information Forensics and Security, Reviewer, January 2019
[IEEE Transactions on Electromagnetic Compatibility, Reviewer, February 2019

IEEE Transactions on Circuits and Systems I: Regular Papers, Reviewer, March 2019

Journal of Cryptographic Engineering, Reviewer, March 2019
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3. tt&&#k / Contributions to society
(1) #&;E8) / Educational activities outside university

1.

XEEFEE (95 - gz 82 -ERAFEREEHEH R Y FT7—21 B enPiT) [2HL
T, N"—FOz7HhEETHRBEF21) T DEBMELBRETHIRT SERNVORY
HMAELT, N—Fz7EX2 ) T4 BEBEHE ERERMERMAZRKZICENT
4+ B8, 2016-present

IEEE SSCS Kansai Chapter #ffitz = 7+—, KBx, Octrober 2017

HERMREMERR - TOTHEVEY M I ORARRBESIKOYSAIVRTOTS L (B
ZoERE (RITIKRISHRPZLELARSRTE) ICHLTHEREXL) T 1 DER
#FAz%), October 2018
ERENEE—SFERNLDKBEIZ K Y BEEIREZER, November 2018

(2) BERIZCEIT5$68E - BZE / Instruction and education for industry

oo

~N o o -

10
11
12
13
14
15

16

. MRAA AT LX) T4 RITOBERFE (KDDI #2EHFFFT)

N—F 27 ORKXREEDOBAZE (NEC P RBFZEFT)
ENAIIVIFROBHABEEER X7 FHAEICET K NTT v bT7— EBEMTH
ZRFT)

CHES BN EBEANMLDHEK 2016 /\— KOz 77X T4 TH+—F L)

E5 D White-Box REICKT H2EELTLMTME NTT X275y b7+ —LBHERRA)
REES/N— FO 7 OHME (NECEF 2 Y 7« BIZRAD
RAVAT7—FTIF¥ICRTE2H4A FF v RILETOHAE NTTEF27T5y b T+—
LERZRT)

BHEFN—F2I7EX2) T EBOHAE (FI2 ITHEELE2-)
N—F2z27tx2Y) T4 HWOHE (BILWER)

BRI OMERFE (FA4 > 2aLIIIL—X)
loTHBEX2 ) T4 BMOWAERKE (72 K3 R)
HAALRTLDEFXF LY TAN—FITTOME (A V3 —RT5T9/8TX)
[oTN—Foz7tEFXa) T4 BEMOME (ZEFEH)

BHREzx1) T4 XA SEEHEA (FFEEATZLY

loT BFRDBEHEF 1) T« Hifi (AOETEEEFHRHEXRRERER - TLI 02V X
EEFR)

BFFEBBIMEZEG R (JEITA N— Rz 7EXa) T4 HfinREE ZEER, Aoril 2017
- March 2019

Q) B - A BAE - 2HEARKICEITSFER

Activities for national and local governments, and public organizations

1. CRYPTREC REEH:fli#E+=, #AKE, August 2009 - present

2. CRYPTREC EEEH s iz E =, T8, August 2009 - present
3.
4

CRYPTREC 2 =r55 WG, &, July 2013 - March 2017
BARZEMiRES (USPS) HMEMEEEZTESR, HFZEE, December 2017 - November 2018
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5. IRHUBISHIRMME (NICT), HFIEE, April 2014 - March 2017

oo

EFRRMHREMER AIST) EXHAN\—tFa1)TiRFFEER FH, March 2018

IH*ELEE*EJE*%$§ (IPA) ITEF 2 ) T4 @B UVER SHIEICE TH/N— KDz 7RIAEE
8%, £8, June 2018 - March 2020

AARZMRESE (JSPS) RIFMEEZES, EMEE, December 2018 - November 2019

(4) 79 bU—FiEE) / Outreach activities

1.

Press Release “Successful development of the world’ s most efficient cryptographic
processing technology for Iol devices with less than half the energy consumption
needed for AES cryptographic processing,” , August 2016

2. Phy.org

3. Science Daily
4.
5

RBB-Today
TAFE=Z21—X

BEMNELDOESBIKRN / Research funds/grants received

(1) R E#BIE / Grant-in-Aid for Scientific Research (KAKENHI)
2016-2019: 49,938, 000 Yen

Af#3X (Naofumi Homma)

o EBWMZE W IAHo7HREMEEICE D |2013-2017 7,280,000 Yen
VLSI 77— XA DB KRR EMT DR (2016-2017)
2
o HKEGRIBEFMATHHAA S AT LADY 1 | 2016-2018 3,380,000 Yen
N—- D4 DANGRBEKELZL TR Y (2016-2018)
— 7 D AERGED R
s ERXEMEMEESE (EREHRBAZER | 2016-2018 14, 430, 000 Yen
K )T Ao 7HEMEEIZE D WS 7— (2016-2018)
AN DR BIEREH AT DB
o HBEHE A ITmEHOTAREMICEDC | 2017-2021 20, 020, 000 Yen
X TF4N—FI2zT7DEKERE (2017-2019)
Bt OwAFERHE
L84 (Rei Ueno)
s WIRBHRA—FXIENEEDIZHE L1533 | 2018-2020 1,560,000 Yen
YZEETIES SHELHAIBES/\—F (2018-2019)
I 7 DFREFTFEDREFE]
ZKFﬁﬂﬁjt (Naofumi Homma)
HEEME A (155 VLSI OFHEE X | 2014-2017 1,638,000 Yen
AT A EHERTHYA FF v RIILHE (2016-2017)
U DOBEGEEER (K% KHAE)
4348 o EBEEAZE B) AHZTEMIZHFSHAT—|2016-2019 1,430,000 Yen
- FTNA R T EYMBREADR K (2016-2019)
(K% : #g—)
o HEBBHE B) [FETRIHEESZ4FEECd | 2015-2018 200, 000 Yen
FELELTHAWV-EREBRGBIYYFUIH (2016-2018)

MDHERIE] (KK EAREX)
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(2) SR E / Other grants and subsidies
2016-2019: 82,532,000 Yen

Af#3X (Naofumi Homma)

o HEME NTTEXa7FS5y FT4+—L| 2017-2018 1,000, 000 Yen
HZEfr) MBS0 White-Box EEIZxd 3 (2017-2018)
EER M

o HREME (NECtF ') 7« BFZAT) [E25E | 2017-2019 2,000, 000 Yen
aﬁﬂ—hﬁl7wﬁnj (2017-2019)

o TaLMFERMIRERE - —ARHFTEIK | 2018-2022 2,000, 000 Yen

ERe - 2EEGREREEDCODO O (2018-2019)
A4 21)—LSI S RT LE&E - RELBAT DR

ww |

o HEIME NTTEXa7TF5y FT4+—L0| 2018-2019 500, 000 Yen
M) (R4 07 —FTI9FvIIRT (2018-2019)
594 BF ¥ RILEHROHE ]

o HEME (+IA ITHEE2—) EH | 2018-2019 2,500,000 Yen
BIFN—FOxT7EF2T 1O (2018-2019)
%]

L84 (Rei Ueno)

o JSTEEAIT TNy T LRAERE Y| 2018-2022 10, 000, 000 Yen
YET—ODEOHDRA FEFEEHE (2018-2019)
i

ZIKFaElr']X (Naofumi Homma)

ECSEC - EiE&ROA / R—2 3 VAEIE T O 4 | 2015-2020 17,500, 000 Yen
L TloTMITDEFX ) 71 BERBMHD (2016-2019)
MZERFE] (KE  EHRE)
o TaLRMFERMIRERME - —#RHTEIRK | 2015-2019 10, 000, 000 Yen
TR 1T HRITRD 5N D FEEERES (2016-2019)
EZDON— R 7EERMORARE] (K
ECER N )]

5738 | « NEDO - IoT #:£ D =- D&M T O | 2016-2021 35,147,000 Yen
x4 b+ TSensor-to-Cloud Security ~ (2016-2019)
EvIT—3%FHEHM loT £
T« EREMOMERFE] ((KF : 01K H)

o NEDO-Eff&HIA / R—S 3 VAE T OS5 | 2018-2021 1,885,000 Yen
L (SIP) 2 8- loT HEITHS L= A (2018-2019)
N—-T4hIL-tXxa)Tq loTH
TS2A4AFz—VDEEORIHEMERD
MZERFE ) (KF R RE)

5. R R - EEWR - EEBRFEEOER
International joint research, collaborative research, and collaborative

education

(1) B EHZE/International joint research

1.

International

ParisTech, France, Kobe University and NAIST (2016-2019)

@ Dispatch of researchers

13
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(@) Naofumi Homma, September 2016 - March 2017, August 2017, November 2017,
February 2018, October 2018
@ Visiting researchers
(a) Jean-Luc Danger, October 2017
(b) Ulrich Kuhne, March 2019
2. International joint/collaborative research on EM information security with NAIST
and KU Leuven, Belgium (2017-2019)
(@ Dispatch of researchers
(@) Naofumi Homma, May 2017, November 2017, January 2019
@ Visiting researchers
(@ Ingrid Verbauwhede, February 2018, November 2018, March 2019
(b) Josep Balasch, February 2018, November 2018, March 2019
(c) Arthur Beckers, February 2018

(2) EH#ERFF/Col laborative research
1. T8ES VLSI OBHK X1 ) T4 2R T 5V A4 FFvRILVKEL VY OBRUE & EELE
(FHERZ, NAIST & O:E#ERZE) 2014-2017

2. TRHZEBICEFTEIRI— TN RIIHT EMEHEADRR] (NAIST & DFEERR)
2016-2019

3. TloT MIFDtEFaY T ERRKMOMERMFE GEEILIXRE, RRERKXE #FXE B
SUBIEREE, NAIST, FE#HBFE DEEMZE) 2015-2020

4. TR IT HRITKO N SFHEEEES &L ZDO/N\— FO z 7REHMOBR ] BEEIL
K, BRERKP, MEXE, EKBEKRE, NAIST, ELRBHEOEERE) 2015-2019

5. TSensor-to-Cloud Security ~EwvJ T—2 Z<FHEHM loT ¥ 1) 71 RBEM O
TR GEEEILIXRE, ZZBH EERKFE #FKXFE EHLHL ECSEC L DEEME)
2016-2021

6. [ERL -SEELEREEDLOHD FOA T 1) —LS] SR F LK - RIFRMTOBIF (4
FRZ, NAIST & DEHEMZE) 2018-2022

7. TloT Y754 Fx—VDEEORILEMEROMERRE] WEEMLKE, #FXE ®
WMKRZE, NAIST, =ZEH, EHRTFE OEEBE) 2018-2021

8. TEEESDWhite-Box REICHTHRERLUITMINTT X217 TS5y b T+ —LHERFR,
NAIST & :EH#ERZE) 2017-2018

. [EREIREBN— ROz 7D (NECtEFX ) 7« BAZERT & OEEMHRZE) 2017-2019

10. R4V O7—FFTIOF¥IIRT B4 FF vy RILBEHOHAE] NTT £X2775v b7
+—LERZERT, NAIST & DE#ERRZE) 2018-2019

1. TEHAFN—FYz7EF%21) T BETOHARI(FIS ITRAKEL S —LDOEEHAR)
2018-2019

(3) EHEEF EBI/Col laborative education

1. XEREFE [5% - hig 282 -EBRNEREZFHBE R Y FT—201 GBFF enPil) OHE
TR S5 LESEOKRFLEE L TEE. 12, FEITZN—FI9z7EX2)T4EET
[ NAIST &35, 2016-present
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6. £EFIA - AR RALR[RFHORE

Achievements of work done under the framework of Joint Usage/Research Center

1.

XAV TaN—FO 7 OBHKBMICEAT A% GKHAE, #FEXF) 2017-2019

(@) WIELFAME 24 (February 2018, October 2018)

(b) REMEITOD Y b (€3 LHERMMREME - —BHARBK (BRE - SEELGERE
ED=HD bOA 1) —LSI SR T LKE - BRI ORFLD CHRE

BHEHREX1) T4 ICET K (BKE—, NAIST) 2017-2019

(a) WAELEAME 24 (February 2018, September 2018)

(b) REMEITOD Y b (I3 LHERMMREME - —EHARBK (BRE - 5EELERE
EDf=HD bOA 1) —LSI R T LKET - BRI OBRFED) CRE

FIHRN—FOz7tXa ) 74 BilICEAT 58%E (Jean-Luc Danger, Telecom ParisTech)

2017-2019

(@) HFZEBEME 2 4 (October 2017, March 2019)

oTAN—FY 72X ) T4 DOHR UMEE EUSFEMER) 2018-2019

(a) FEZA - £ERATDEN 3 4 (August 2018, November 2018, February 2019)

1. AE#EI5E / Research supervision
(1) HLEH Y X+ / List of lectures

1. FEHEFE/List of lectures for under graduate students

T4 PR IILEBMNIE/Digital Signal Processing 2 Bifi/Credit (2009-2018)

T4 NaAYEaL—TFT 4> /Digital Computing 2 Bifiz/Credit (2010-present)

Bli& T=8HE/Creative Engineering Training 1 B{iz/Credit (2016-present)

-+ = /Basic seminar 2 Eifi/Credit (2010-present)

ER-BE-EF BHWRI¥t I+ —/Engineering Seminar 3 Bi{i/Credit (2016-

present)

ERIEHRYIB TR XS /Graduation Thesis 6 Bifii/Credit (2016-present)

=P 52ER A/Laboratory A (2018-present)

P BRI B /List of lectures for under graduate students

t X1 7IERBIES R T LR/ Secure Information Communication System 2 Bifi

/Credit (2018-present)

I%¥+ =+ —/Engineering Seminar 3 Bifii/Credit (2016-present)

BIETHIELHHE /Master Course Seminar on Communication Engineering 6 BAfi

/Credit (2016-present)

@ BIEIR4ERITHE/Advanced Seminar on Communication Engineering 2 Bifsi/Credit
(2016-present)

® BIEEITF1EL8HE/Doctor Course Seminar on Communication Engineering 2 BAfi
/Credit (2016-present)

©@® 0o

>t
@~H}@@

15



(2) FUmE\EIV X b

List of bachelor’ s, master’ s and doctoral degree students supervised

2016 2017 2018
BLEREETE 0 : :
/Doctoral degree
ELHREETE 9 9 5
/Master’ s degree
FEERE 9 3 3
/Bachelor’ s degree

1. SERZEZE /List of Bachelor’ s degree students supervised

2016: {FE4E/Akira [to, E#EZE/Sora Endo

2017: #FZER T /Kohei Kazumori, ;= H % fa X BB /Shotaro Sawataishi, figi#s 55 £ /Shuto
Funakoshi

2018: sk FikRk/Kensei Nagato, /NEFE%k/Maya Oda, KiZEEI%E/Souki Ohsawa

2. &Lz %E#E/List of Master’ s degree students supervised
2016: Fi&KEE/Daisuke Ishihata, aJ3fii/Wataru Kawai
2017: ZEMEX#/Hirokazu Oshida, #5AREEZI3E/Manami Suzuki
2018: {REE/Akira Ito, E=HMEKE/Daisuke Miyata, /NEfi//Kosuke Koiwa,
/Hayato Mori, &f&Z=/Sora Endo

REA

3. 1E+Z%E/List of Doctoral degree students supervised
2017: LE¥7%8/Rei Ueno
2018: JowL1)<ro)L/Nille YIi-Mayry

8. ME - % - ®& / Honors, awards, and prizes

1.

ZEREBIA—TLERHE, HAKREE, LFE KRR BREX
ZiEILE ZDICEICEY 545, 7 January 7, 2017

“EEREHEEROD

Kenneth C. Smith Early Career Award in Microelectronics, Rei Ueno, “Formal Design of
Pipelined GF Arithmetic Circuits and Its Application to Cryptographic Processors,”
May 23, 2017.

RIEC Award Z4E, L¥HfE “A07AREMEEEROBAMBRABRNEZOBSN—FY
T~DIAICEYT S8F%, " October 31, 2017.

SCISFmXE, LtBE “1TETIICEI(MIVAA—ZET580FASHES 0y HD=E
27 2017 FREESELEREFXY T PRI L (SCIS 2017), January 24, 2018.

% 14 BAXRFEMRESE, ABEX, “BfEEN—FYI77ILI)XLOEGREELES
N— KR T 7EREI~DIEHA,” February 7, 2018.

RIEKXZIZHRE, MEFE, March 26, 2018.

RIEKRFEBEZARHRE, L4 March 27, 2018.
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10.

11.

12.

13.

BiKZHRE, LE¥4E March 27, 2018.
% 50 EFFAEMEEFRE, ABEX “N—FH9z77IL3UY XLOEKESRTFEZORERKL
FOILA,” April 16, 2018.

IFIRVIBFLSRITIERME, EHEZE,
June 20, 2018.

B

“WREHRICES CREHER RS OB MHEEE "

German Innovation Award Gottfried Wagener Prize 2018, Naofumi
Methodology for Lightweight Tamper—-Resistant Cryptographic Hardware, ”

Homma,  “Design
June 26, 2018.

N—FOz7EX2)T4BEDT—0avT REFRRAYI—E, FHRE
A ICTitEZEE T 5EMEERROER E T DT, ” September 28, 2018.

“N—FDxT7k

EARBEREIA—SLERHE, EHXE JsyLVUIVL, HE— FXEEX “X

Y= b TN ADEHHM LT EMFTMMEICE S H1&5E, " January 12, 2019.

9. ZMfth / Others

1.

BMBEEE 12— TR L—2 D% - 10F/Development and release of Arithmetic Module
Generator, https://www.ecsis.riec. tohoku. ac. jp/topics/amg, March 2019

W Arithmetic Module Generator X

€« c
Arithmetic Module Generator

EZZ About Arithmetic Module Generator (AMG)

Integer Arithmetic Module
Generator based on ACG

& https://www.ecsis.riec.tohoku.ac.jp/topics/amg [

High-level Design Methodology for Integer/Galois-field Arithmetic
Circuits for Embedded Systems

| Technical documents

This project aims to establish a high-level design methodology for arithmetic circuits frequently used in
embedded systems. We are studying a dedicated graph-based description for computer arithmetic
algorithms, which is called Arithmetic Circuit Graph (ACG). The use of ACG allows us to perform (i)
formal description of arithmetic algorithms including those using unconventional number systems (e.g.,
non-binary, redundant and Galois-field arithmetic), {ii) formal verification of described arithmetic
algorithms by algebraic computations based on Groebner bases and polynomial reduction techniques,
and (iii) translation of arithmetic algerithms to equivalent HDL (Hardware Description Language) codes.

* Hardware algorithms
* System framework

| Request form

Our project applys ACG to the development of a new type of arithmetic module generators consisting of
1-AMG and GF-AMG. I-AMG can generate a variety of integer arithmetic circuits including two-operand
adders, multi-operand adders, multipliers, constant-coefficient multipliers and multiply accumulators. GF-
AMG can generate Matrovito and Massey-Omura multipliers based on a variety of Galois fields, using an
extended version of ACG nameed GF-ACG. Each arithmetic module generated by both [-AMG and GF-

Download form

AMG performs its function that are completely verified at the algorithm level.
GF-AMG
This project inherited the ARITH project which was performed at Computer Structures Labaratory (Aoki

Galois-Field Arithmetic
Module Generator based on
GF-ACG

| Technical documents

* Hardware algorithms
* System framework

| Request form

Multiplier
mura Parallel

u
. M

My
Download form

Special thanks to hd Lab, Inc.

Back to Home

Laboratory) in Tohoku University according to the transfer of researchers from 2019.

* Integer Arithmetic Module Generator based on ACG
* Galois-Field Arithmetic Module Generator based on GF-ACG

References:

N. Homma et. al., "Formal design of arithmetic circuits based on arithmetic description language," IEICE
Trans. on Fundamentals., Vol. E8S-A, No. 12, pp. 3500-3509, December 2006.

Y. Watanabe et. al., "Arithmetic Circuit Verification Based on Symbolic Computer Algebra,” IEICE Trans.
on Fundamentals., Vol. ES1-A, No. 10, pp. 3038-3046, October 2008.

N. Homma et. al., "A Formal Approach to Designing Cryptographic Processors Based on GF(24m)
Arithmetic Circuits,” [EEE Trans. on IFS, Vol. 7, No. 1, pp. 3-13, February 2012.

R. Ueno et. al., "Automatic Generation System for Multiple-valued Galois-Field Parallel Multipliers,” IEICE
Trans. on Information and Systems, Vol.£100-D, No.8, pp.1603-1610, August 2017.

This work has been supported by JSPS KAKENHI Grant No. 17H00729.
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