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We introduce THRUST, a new verification tool for ensuring functional correctness in RusT, distinguished by its
strengths in automated verification, including the synthesis of inductive invariants for loops and recursive
functions. THRUST is built on a novel dependent refinement type system for RusT and refinement type
inference techniques based on Constrained Horn Clause (CHC) solvers. Leveraging advantages of the type
system, THRUST also supports semi-automated verification utilizing user type annotations to complement
CHC solvers in cases where automatic constraint solving is unsuccessful, as well as modular verification at the
function and subexpression levels. THRUST also achieves precise verification, especially for programs involving
pointer aliasing and borrowing, without sacrificing the benefits of automated verification, by incorporating
the notion of prophecy into the refinement type system: it not only enables strong updates by leveraging
the “aliasing XOR mutability” guarantee provided by Rust’s type system, but also achieves propagation
of update information to the original owner upon mutable borrow release through the use of a prophecy
variable. Incorporating prophecy into a refinement type system is itself challenging and requires certain tricks,
as discussed in this paper, making a theoretical contribution and paving the way for further research into
prophecy-based refinement type systems. While our type system addresses the challenge, we keep it simple
for extensibility, specifically by delegating the guarantee of “aliasing XOR mutability,” and, more technically,
the “well-borrowedness” of the program in the sense of the stacked borrows aliasing model, to RusT’s type
system, allowing us to focus on reasoning about functional correctness and propagating update information
through prophecy variables. Compared to RusTHORN, another automated verification tool based on prophecy,
our approach leverages the strengths of refinement types to support modular verification, higher-order
functions, and refinement of data stored in algebraic data structures. We implemented THRUST, a refinement
type inference tool as a plugin for the Rust compiler, and evaluated it using RusTHORN benchmarks, as
well as additional new benchmarks, including those that are beyond the capabilities of RusTHORN and other
semi-automated verification tools, obtaining promising results.
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1 Introduction

RusT [15] is a general-purpose programming language widely adopted across industries, ranging
from the Linux kernel [61] to the world’s largest software registry [18]. Like C and C++, RusT
allows low-level memory operations, making it well-suited for system programming and enabling
high-performance applications. At the same time, it ensures memory safety through its unique
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Table 1. Comparison of Static Verification Tools for “safe” RusT. The symbols 1, %, and { indicate partial “yes”
answers, and further details are discussed in the main text.

Automated? Modular? Precise? | Datatypes? Higher-Order Functions?
THRUST v v v v v
RUSTHORN [47] v v 1
CREUSOT [17] v v v v
FrLux [43] + v o v
REFINEDRUST [25] v v v
PrusTI [3] v ¥ v
ELECTROLYSIS [63] v v v
AENEAS [29, 30] v v
VERUS [42] v v v

type system based on ownership, borrowing, and lifetimes, addressing the issues of unsafe memory
handling that are common in languages like C and C++. RusT also emphasizes developer productivity
through its language features and tooling, making it popular not only among systems programmers
but also across a wide range of software development fields.

Driven by the growing popularity of RusT, various static verification tools have been proposed,
including ELECTROLYSIS [63], PRUSTI [3], RusTHORN [47], CREUSOT [17], AENEAS [29, 30], FLUx [43],
VERUSs [42], and REFINEDRUST [25], which leverage the “aliasing XOR mutability” guarantee pro-
vided by RusT’s type system. This guarantee ensures that a given memory location can either have
multiple references (aliasing) without modification (immutability), or a single mutable reference,
but not both simultaneously, which helps in verifying higher-level properties such as functional
correctness of “safe” RusT programs, meaning programs that do not use the unsafe keyword. These
tools have successfully been applied to various real-world RusT programs. Tools like REFINEDRUST,
RusTBELT [33], and RusTHORNBELT [46] extend their capabilities to allow verification of RusT
code marked as unsafe using a sophisticated memory-aware underlying logic based on Iris [34].
On the other hand, this paper focuses on “safe” Rust programs that follow the aliasing discipline
to aid higher-level verification.

These tools, however, each have specific pros and cons in terms of automation, modularity,
precision, and supported language features, as summarized in Table 1. Despite their individual
strengths, none provide a balanced solution that fully addresses all these critical aspects. To fill this
gap, this paper proposes THRUST, a new verification tool based on refinement types [24, 73] and
designed to combine strengths across all these dimensions, aiming to achieve a more comprehensive
and effective solution for verifying RusT programs. In the following, we compare THRUST with
existing tools regarding the aspects mentioned above, clarifying the design goals of THRUST, which
will be further discussed in detail with concrete examples in Section 2.

1.1 Design Goals of THRuUST

Automated verification. Automated synthesis of inductive invariants is essential to reduce the
annotation burden on users when verifying loops and recursive functions. Techniques for refinement
type inference based on Constrained Horn Clause (CHC) solving (see, e.g., [9]), as studied by Unno
and Kobayashi [64] and Rondon et al. [52] for ML-like functional programs, have laid the foundation.
Building on these techniques in the context of RusT verification, THRUST achieves automation
through CHC-based refinement type inference to synthesize inductive invariants in RusT programs.
By contrast, RUSTHORN achieves a similar level of automation by directly reducing verification to
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CHC solving without relying on refinement types. Meanwhile, FLux employs a specialized form of
CHC solving called liquid type inference, based on the Houdini algorithm [23], which achieves
a relatively high degree of automation. However, as indicated by 7 in the table, FLux requires a
predefined set of predicates as input for synthesis. Additionally, to enable strong updates, users of
FLux must use the custom extension strong reference &strg instead of the mutable reference &mut.
In FLUX’s type system, strong references are tracked as singleton types. However, since automatic
type inference for functions that take a strong reference is not possible, their summaries need to be
annotated as refinement types. While PrRusTI reduces verification problems to the VIPER verification
framework [48] based on separation logic and further reduces to SMT solving, VERUs employs
lightweight linear type checking to assist in reducing to SMT solving, and REFINEDRUST reduces
to Coq (especially using Iris [34]). Meanwhile, ELECTROLYsIS, AENEAS, and CREUSOT convert
RusT programs into pure functional programs expressed as terms in LEAN, CoQ, and WHYML, the
programming language of the WHY3 verification framework [22], respectively. These approaches
require user annotations of inductive invariants for loops and recursive functions to generate
verification conditions and/or mechanized but manual proofs to discharge them.

Modular verification. Because fully automated synthesis of inductive invariants is not guaranteed
to always succeed, modular verification, which involves breaking down verification by program
components to reduce complexity, is essential. In this context, user annotations serve as hints to
the backend solver, and they are necessary to scale verification to large programs. Accordingly,
THRUST enables modular verification through its refinement type system, supporting function- and
subexpression-level modular verification and allowing user annotations as hints to its backend CHC
solver. By contrast, RusTHORN lacks a program logic for the source program, which limits modular
verification and prevents the use of user annotations as hints. PRusTi, FLUuX, and REFINEDRUST
achieve modular verification through their program logics. Additionally, because ELECTROLYSIS,
AENEAS, CREUSOT, and VERUSs also translate specifications and annotations from the source program,
they can be regarded as modular verification condition generators.

Precise verification. In languages like Rust, which allow low-level memory manipulation through
pointers and references, precise reasoning about runtime values becomes challenging for static
verification tools when only weak updates are possible due to pointer aliasing. Rust’s ownership
type system provides the “aliasing XOR mutability” guarantee, making it possible and essential
for static verification tools to permit strong updates to achieve precise verification in functional
correctness checks. RusT also introduces features like borrowing and lifetimes to add flexibility to
the ownership system. However, for precise verification, it becomes crucial to propagate update in-
formation to the original owner when a mutable borrow is released. The concept of prophecy [1] has
been effectively applied in RusT verification tools such as RusTHorN, CREUSOT, and REFINEDRUST
(where prophecy variables are referred to as borrow names) to facilitate this information propagation.
Inspired by RusTHORN, THRUST also leverages prophecy to achieve precise verification, especially
for programs with pointer aliasing and borrowing, without sacrificing full automation. This is
made possible by a novel dependent refinement type system that enables strong updates through
Rust’s “aliasing XOR mutability” guarantee. Using prophecy variables, THRUST propagates update
information to the original owner upon mutable borrow release, leveraging the “well-borrowedness”
guarantee, in the sense of the stacked borrows aliasing model [32], provided by RusT’s type system.
Although tools like PrusTI and FLux achieve a high level of precision, as indicated by % in the table,
their lack of prophecy leads to challenges in verifying programs that require propagating update
information to the original owner when a mutable borrow is released. FLux loses precision where
ownership changes depending on runtime values, particularly in cases where variables that are
dropped, and thus the ownership, differ among the branches of an if expression or a pattern match
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expression. PRUSTI has a mechanism called pledges to describe the behavior of references returned
from functions. However, at least in the current implementation of PrusTI, this mechanism is less
expressive than prophecy variables; for instance, it cannot accommodate the splitting of borrows.

Supported language features. The RusT language supports various features originating from
functional languages, such as higher-order functions, algebraic data types, type classes (or traits),
and modules. Because THRUST is designed based on a refinement type system for an ML-like
functional language, it can naturally handle higher-order functions and algebraic data types. By
contrast, RusTHORN does not support higher-order functions and lacks the ability to express
invariants of data elements stored in algebraic data structures like lists and trees, as indicated by q
in the table. THRUST, on the other hand, allows compositional verification by inferring refinement
types for higher-order functions and data elements within algebraic data types. In particular, the
latter reduces the burden on the backend CHC solver, which would otherwise need to synthesize
recursive functions over algebraic data types to represent necessary invariants for verification,
often resulting in challenging CHC constraints solvable only by a certain CHC solver. By supporting
refinement types for data elements, THRUST can employ a variety of CHC solvers that support
algebraic data types, allowing for more flexible verification.

1.2 Prophecy-based Refinement Type System of THRUST

We now briefly introduce the design philosophy behind THRUST’s prophecy-based refinement type
system. Over the years, refinement type systems for ML-like functional languages [6, 24, 52, 64, 73]
have been extended. These extensions have focused on language features, particularly expanding
support for mutable cells [4, 25, 27, 43, 49, 53, 54, 60, 74] and other effectful computations [37,
41, 55, 57, 69]. Additional developments have included improving analysis precision [38, 66], as
well as extending support for advanced specifications, such as termination and temporal live-
ness properties [31, 50, 72], and for falsifying (in addition to verifying) safety and termination
properties [65].

In designing the refinement type system for THRUST, instead of basing it on an existing refinement
type system that supports mutable cells, as FLux did with [53], we took a different approach. We
designed our refinement type system for RusT by considering the “inverse” of the translation from
RusT programs to pure functional programs, as realized in RusTHORN and CREUSOT. By pulling
back a refinement type system for a pure functional language to Rust, we designed THRUST s
prophecy-based refinement type system tailored for Rust.!

Verify with prophecy-based refinement types

RusT programs e ettt e e THRUST
jRUSTHORN T“inverse” RusTHORN
Pure Functional Programs =, A Refinement Type System

Our approach has the following advantages.

e The first is the precision of the resulting refinement type system, which is achieved by
building on the sound and complete translation of RusTHORN, which itself uses the concept

IREFINEDRUST [25], which was concurrently developed with this research, can also be considered a prophecy-based
refinement type system. However, while THRUST emphasizes automated verification based on CHC solving, REFINEDRUST
focuses on foundational proofs based on Ir1s logic, marking a significant difference in design philosophy. Additionally,
the REFINEDRUST paper does not include typing rules, and the technical intricacies of incorporating prophecy, which are
discussed in this paper, are not addressed.
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of prophecy to precisely propagate the update information of mutable borrows to the original
owner. Like RusTHORN, THRUST represents a mutable borrow as a pair of values: the current
value of the borrow and the prophecy, which plays a key role in propagating the value, when
the mutable borrow is released, to the original owner. From the time the borrow is created
until it is released, the prophecy refers to the “future value” of the mutable borrow, which
is the value when the borrow is released and is not yet known. This simple representation
enables precise and automated verification without the need for more detailed representations
of heap states, such as those used in separation logic.

e The second advantage is its high extensibility. Given the various extensions mentioned earlier
for the original refinement type systems, we believe our approach enables supporting a wide
range of language features and advanced specifications. In this paper, we primarily leveraged
this advantage to support language features such as higher-order functions and algebraic
data types.

Incorporating the concept of prophecy into a refinement type system is itself challenging and
requires certain tricks, as discussed in Section 4, making a theoretical contribution and paving the
way for further research into prophecy-based refinement type systems. While our type system
addresses the challenge, we keep it simple for extensibility, specifically by delegating the guarantee
of “aliasing XOR mutability,” and, more technically, the “well-borrowedness” of the program, to
RusT’s type system, allowing us to focus on reasoning about functional correctness and propagating
update information through prophecies.

The contributions of this paper are:

e We formalize a core language for RusT and the prophecy-based refinement type system that
supports (im)mutable borrows, nested and partial (re)borrows, higher-order functions, and
algebraic data types, providing a theoretical foundation for THRUST.

We prove the soundness of our type system under the assumption that any execution of
the program is “well-borrowed,” as formally stated by using the stacked borrows aliasing
model [32], which we adapted for our purposes. Thus, our soundness statement and proofs
do not depend on the specific behavior or implementation of the borrow checker. In fact,
while RusT’s borrow checker is in active development and relatively unstable, our design can
account for existing borrow checker variants, including two-phase borrows [12], non-lexical
lifetimes [13], and future improvements such as Polonius [58].

e We implement THRUST, an automated modular verification tool for RusT programs based on
the prophecy-based refinement type system and CHC-based type inference, as a plugin for
the RusT compiler targeting the RusT intermediate language.

We evaluate THRUST on RusTHORN benchmarks and new, additional benchmarks, including
challenging cases that go beyond the capabilities of RusTHORN and other semi-automated
tools. Our results demonstrate THRUST s advantages in both automation and precision com-
pared to state-of-the-art RusT verifiers, including RusTHORN, FLUX, and PRUSTI.

1.3 Organization of the Paper

The rest of the paper is organized as follows. Section 2 provides an overview of THRUST and its
design philosophy using concrete examples. Sections 3 and 4 respectively formalize our target
core language of RusT and the prophecy-based refinement type system. Section 5 describes the
implementation of THRUST and reports on the experimental evaluation. Section 6 discusses related
work, and Section 7 concludes the paper with remarks on future work. We omit some parts of the
formalization. The full definitions and proofs are found in the supplementary material [51].
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Fig. 1. A dependent refinement type Fig. 2. Dynamic selection of mutable references

(x:132) > {v:i32|v=x+1} 1 (p:&mut i32) — (q:&mut i32) —
#[thrust::requires(true)] ) {V 0 ®#p > kg Aop =xp+1Aoq=sxq
#[thrust::ensures(result == x + 1)] Vap <xqAop=spAoq==x*q+1
fn incr(x: i132) -> i32 { 3 fn incr_max(p: &mut 132, q: &mut i32) {

X + 1 4 let r = if xp >= xq { p } else { q };
3} 5 xr 4= 1;

6 3

Fig. 3. Refinement typing using prophecy in cases involving borrowing by THRUST

fn main() { 1 (x:8&mut i32) > {v: () | ox =*x —1}
let mut x = Box::new(2); 2 fn decr(x: &mut i32) {
X :(2) 3 X0 l
let m = &mut *x; l 4 Xt {x0,1)
x: (D, m:(2,1) 5 x -=1;
decr(m); I=2-1 6 X :{xo—1,1)
assert!(*x == 1); 7 t=x0—1
3 8 3

2 Overview

This section provides a high-level description of THRUST’s refinement type system, particularly
explaining, with examples, how the notion of prophecy, following RusTHORN’s approach, is used
in THRUST to verify programs by refinement types.

In refinement type systems, base types are qualified with logical predicates for refinements. For
example, the dependent refinement type of the incr function in Fig. 1 states that the function, if
it terminates, returns an integer that is the argument x plus 1. In this way, refinement predicates
constrain the possible values of base types, enabling pre- and post-conditions to be specified. The
explicitly written logical predicate in this example can be automatically inferred using CHC-based
refinement type inference techniques, ensuring consistency with requirements from other functions
and assertions.

However, it is well-known that assigning precise refinement types becomes challenging in cases
involving pointers with mutability and aliasing. To address this, previous type systems typically
track aliasing situations, allowing for strong updates to pointer destinations when aliasing is
guaranteed to be absent and weak updates otherwise. Various methods have been proposed to
ensure the absence of aliasing: one approach is to distinguish between concrete locations (where
aliasing can be guaranteed to be absent) and abstract locations, as used in [53], while another
approach, as seen in CONSORT [60], uses fractional permissions/ownership to enforce non-aliasing.
In CoNSORT, a method that leverages must-alias user annotations is also provided to enable flexible
ownership transfer. Returning to verification for RusT, its type system already guarantees “aliasing
XOR mutability” through ownership. Thus, this feature is key to achieving precise verification in
refinement type systems for RUsT.

For example, Fig. 2 demonstrates how our THRUST assigns precise refinement types to pointer-
manipulating programs through strong updates. The incr_max function takes two mutable refer-
ences, p and g, and the RUST type system guarantees that they do not alias. Inside the function,
only the referent of the larger of p or q is incremented. THRUST can precisely represent this effect
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in the refinement predicate of the return type, as shown on line 2, and can also automatically
synthesize the predicate through type inference. There, op and og” respectively refer to the values
of the referents of the mutable references p and q at the time the function returns (when p and g
are dropped), while *p and #q represent the values of their referents at the time of the function
call. It is worth mentioning that FLux [43], which leverages exclusive ownership types to allow
strong updates via strong references (a variant of mutable references introduced by FLUX), cannot
assign precise types to programs that dynamically select the target for writing through mutable
references based on runtime values, as in this example (and the take_max example in [47], where
the selected mutable reference r is returned to the call site and further updated). Furthermore, it
also cannot automatically infer such types.

Figure 3 illustrates how THRUST utilizes the concept of prophecy in verifying programs that
involve borrowing. The mutable borrowing reference m, created on line 4, is dropped on line 6,
returning ownership to x, which allows the referent of x to be accessed on line 7. However, because
mis passed to the decr function and its referent is updated, it is necessary to correctly propagate this
information back to the original owner, x. To this end, inspired by RusTHORN, THRUST represents
the mutable reference x, the formal argument of decr, as a pair of logical variables, denoted by
(x0, £), where x; represents the initial value of the referent (that is, *x) and ¢ is a prophecy variable
that represents the final value of the referent at the end of the lifetime of the mutable reference
x (that is, £ represents ox). In general, given a logical representation (a, £) assigned to a mutable
reference, the variable a represents the current value of the referent of the mutable reference.
Because the current value at the time of the function call is the initial value, xy corresponds to
«x. THRUST reasons about the change on mutable references, as well as owned pointers as shown
shortly, by updating the logical representations assigned to them in a flow-sensitive manner. In
decr, the mutable reference x is decremented on line 4. When a mutable reference is updated,
the current value in its logical representation is also updated using the assigned value. Therefore,
after line 4, the logical representation of x is changed to (xo — 1, £), which means that the current
value after line 4 is xy — 1, that is, the initial value minus 1. The value of the prophecy variable ¢ is
determined to be the current value at the end of the lifetime of x. Because it coincides with the
end of the function, THRUST determines the value of ¢ as xy — 1, the current value just before the
function ends. Therefore, in the return type of the function, it is possible to ensure ox = *x — 1. In
the main function, the owned pointer x, created on line 2, is represented by (2), where 2 represents
the current value of the referent, denoted by s*x, of x. The mutable reference m is then created on
line 4 by borrowing. Here, the current value *m of m is =x, which is 2. Since the prophecy om is
unknown at this point, a fresh prophecy variable [ is assigned. Here, it is important to note that the
ownership of x has moved to m, so the value of *x changes to the value of om, which is [. This is
because om represents the value of m when its lifetime ends, and when ownership returns to x, it
takes on the value of om. The argument m of decr on line 6 then represents (2, [), and the refinement
in the return type of decr ensures that [ = 2 — 1. Thus, we can conclude that the assertion condition
on line 7 holds.

Our prophecy-based refinement type system also works well on reborrowing, which is crucial for
reusing the same mutable reference multiple times under the move semantics of RusT. For example,
consider the example in Fig. 4. Type checking proceeds as in the main function in Fig. 3, up to
line 4. On line 5, the content of the mutable reference m is borrowed, that is, reborrowing occurs
here. A new prophecy variable I, is also introduced for the reborrowing reference n. Similarly
to how borrowing works with owned pointers, the current value of the mutable reference m is

2Note the difference of the font style between the variables p, q in the predicate and p, q in the program.
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replaced by the prophecy variable l,. The mutable reference n is released after line 7, finalizing
an assignment that decreases its value. Therefore, at this point, it is ensured that [, = 2 — 1.
On line 8, m’s value is decreased by 1 and m is re-
leased at the same time. Finally, because x’s content
is assumed to be equivalent to /;, we can conclude

Fig. 4. Example of reborrowing
that the assertion checking never fails.

1 let mut x = 2;
Separation of Program and Implicit Variables for - x : (2)
Soundness. Our type system tracks state changes 3 let m = &mut *x; I3
by updating the logical representations assigned to 4 x I, m:{2,11)
variables. For example, in Fig. 3, the current state 5 let n = &mut *m; 17
of the referent of variable x changes from (2) to () © x:(l),me (o, l)n s (2, 1)
via borrowing. However, as is well known, we need 7 *n -=1; h=2-1
to be careful when state transitions are involvedin & *™ = 15 h=h-1
9 assert!(x == 0);

refinement type systems, because allowing variables
referenced by refinements to change can easily lead
to unsoundness. For example, assume that the main
function declares an integer variable y with a refinement type {y : 132 | y = *x}. If the variable y
is initialized by integer 2, the refinement of the type of y is valid at the point where the owned
pointer x is created. However, after the call to decr, the current value of the referent of x changes
to 1 (as inferred using the prophecy variable [). Therefore, the refinement of the type of y becomes
invalid, even though the variable y itself is not modified.

Our approach to this problem is to distinguish between program variables and logical variables.
Logical variables represent static values, that is, their meaning does not change even as the program
evaluation proceeds. The current value of each program variable can be described using logical
variables. For example, consider the decr function in Fig. 3. As explained above, the logical repre-
sentation of the value held by the formal argument x of decr is (xy, £) using the logical variable
Xo. The logical representation (xy, £) assigned to x can be considered as a snapshot of the value of
x at the beginning of decr. If the referent of x is mutated to, e.g., number 42, the representation
assigned to x is changed to (42, £), which indicates that the current value is irrelevant to the value
that x held at the beginning of decr. Our type system allows refinements to depend only on logical
variables. Because the meaning of logical variables does not change during program execution,
we can ensure the soundness of verification based on our type system. We call logical variables
implicit variables because they do not appear in programs and are introduced implicitly by the type
system. Note that prophecy variables are also implicit variables.

3 Acor: A-Calculus with Ownership and Reference

This section introduces Acor, our formalization of the core fragment of RusT.® Due to space
restriction, we only define the source syntax of Acor in this section; a high-level overview of the
extension to run-time terms and the semantics is described in Section 4.3, and the full definition is
found in the supplementary material [51].

The syntax of Acor is shown in Fig. 5. We use the metavariables x, y, and z for variables, i for
integers, and op for binary operations on integers. We use the underscore _ for binding unused
variables. For simplicity, we assume that all the functions are declared globally and their names are
denoted by the metavariables f and g.

Values v in Acor consist of variables, integers, function names, and tuples of values. Places w
are values with zero or more applications of dereference and tuple projection.

3The subscription “COR” originates from RusTHORN’s calculus named Calculus of Ownership and Reference (COR).
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Variables x, y, z Function names f, g
Operations op == +|<|--- Integers i == 0| 1|—-1]---
Values v == x|i|f|(v,--,vn)
Places w == v|sxw]| w.i
Mutabilities m := mut |immut
Expressions e == w|viopv,|vive|letx=eine; |ifzvthene elsee; | assertzv |

boxv | &™w | v :==v, | dropv

Fig. 5. Syntax of Acor

Expressions e in Acor consist of places, standard constructs in functional programming (applica-
tion of integer operations, function application, let-binding, and conditional branching), assertion
checking assertz v, which fails only when the value v is nonzero, and instructions for memory
manipulation. An instruction box v creates a new owned pointer whose contents are the value v.
An instruction &™ w creates a reference of the pointer specified by the place w. Here, m specifies
the mutability of the created reference: if m is mut (resp. immut), a mutable (resp. immutable)
reference is created. Assignment of a value v, to an owned pointer or mutable reference v, is
carried out by an instruction v; := v,. For simplicity, Acor enforces the release of pointers after
assignment. Access—i.e., dereference, assignment, and release—to pointers that have been updated
causes a run-time error, and programs with such behavior are excluded from the verification
target. This design decision does not lose the expressivity of Acor: if the user wants to access to an
updated pointer, they can first create its mutable reference and update the pointer via the reference.
While the reference cannot be accessed after the update, the original pointer can be. For example,

given an owned pointer or mutable reference x to integers, the expressions let _ = x := 0in * x
and let_ = x := Oinlet_ = x := 3in0 result in run-time errors. In contrast, the expressions
letx’ = &™txinlet = x' := 0in * xand letx’ = &' xinlet_ = x’ := Oinlet _ = x := 3in0,

rewritten to use a mutable borrowing reference, do not cause errors; both evaluate to 0. Pointers can
also be released using drop, which originates from RusTHoRN. The instruction drop does not explic-
itly appear in RUsT programs, but the support for it enables Acor’s type system to be independent
of a specific borrow checking mechanism. In the implementation, we determine program points to
insert drop using a simple live-variable analysis, as described in Section 5.1. Note that, because drop
releases pointers, for an owned pointer or mutable reference x to integers, let _ = x := 0in drop x
and let _ = drop xin * x cause the run-time error, while let ' = &' xinlet_ = x’ := 0in drop x
does not. The last two instructions—assignment and drop—plays a crucial role in our prophecy-
based refinement type system: the release of a mutable reference enables fixing the value of its
prophecy. The type system in Section 4 formalizes this idea.

4 Refinement Type System for Acor

This section presents a refinement type system for Acor that guarantees that well-borrowed and
well-typed programs never get stuck, which especially indicates that the assertion checking in
such a program never fails. We start by introducing the type language of our refinement system
in Section 4.1 and then present the type system in Section 4.2. Section 4.3 states soundness of the
type system and Section 4.4 discusses extensions that are not formalized but are supported by the
implemented tool described in Section 5.1.
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4.1 Types
Qualifiers ¢ == own|&m
Logical Terms t == x|i|f|tiopty| (t1,---.tn) [ L] () | (tioto) | (1) | %t | ot
Canonical Forms v = x|i]|f | (0, :,0,) | (0) | (01, 02) | (D)
Sorts s == int|func|s X---Xs,|owns|muts|immuts
Logical Formulas ¢ = T|-@|d1Ade|Tx:s.¢|t;==1;
Underlying Types U = int|(x:Ty) > L | Tix---xT,| qT
Types T = {x:U]|¢}
Typing Contexts T == 0 |T,x:T
Place Contexts A := Q|A,x:U»p
Fig. 6. Types.

Figure 6 shows the syntax of type-related notions used in our refinement type system. Underlying
types U represent what kinds of values are produced by expressions, including int, dependent
function types, product types, and pointer types g T, where q is a qualifier, which represents that
a pointer of the type ¢ T is an owned pointer own, a mutable reference &mut, or an immutable
reference &immut. A refinement type (or simply type) {x : U | ¢} refines the values of an
underlying type U with a logical formula ¢, called a refinement, that refers to the values trough a
variable x. Our logic to describe refinements is a many-sorted first-order logic equipped with term
representations for pointers. The sort func is for function names, and own s, mut s, and immut s are
for owned pointers, mutable references, and immutable references, respectively, with contents of
the sort s. Formulas in the logic are constructed by standard logical connectives along with equality
over terms. Terms t are variables, integers, function names, and pointer representations as well
as operations over them. Terms (t) and (t?) represent owned pointers and immutable references,
respectively, with the current values denoted by t. Terms of the form (t;,t;) represent mutable
references, with t; denoting the current value and t;, the future value. Operations *t and ot return
the current and future values of a pointer t, respectively (ot is valid only when t is a mutable
reference term). We denote canonical forms of terms by .

As explained in Section 2, we separate program and implicit variables. To implement it, our type
system introduces two kinds of contexts: typing contexts I', which keep implicit variables introduced
by the type system, and place contexts A, which keep the types and logical representations assigned
to program variables. Typing contexts are sequences of bindings of the form x : T for implicit
variables x. Place contexts are sequences of bindings of the form x : U » v, which means that the
variable x locally bounded in a source program (that is, introduced by a function declaration or
let-expression) has the type U with the logical canonical form v which may be described using
implicit variables. We write dom(A) and dom(T’; A) for the set of variables bounded by A and that
bounded by I and A, respectively.

For example, consider an expression let x = e; in e; and assume that the expression e; has a type
{x' :&mut T | T} where T = {x” :int | 0 < x” }.* To statically represent the state of the pointer
returned by ey, our type system can introduce implicit variables y; and y, that stand for the current
and future values, respectively, of the returned pointer. The type information about y; and y, can
be described by a typing context that includes y; : T and y, : T. Note that the type T assigned to y,

4The logic in Fig. 6 does not directly support the predicate <, but it can be encoded by assuming that t; < t, returns 0 or 1
depending on the comparison result.
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Place typing rules for underlying types

T'rFA x:UrpeA T'rA
TP_VAR ——— TP INT
I''Arx:U»svp INAri:int>i
F'tA f:i(x:Th) > T, e€d IArw:Urp THU<: U
TP_Fun TP_USus
LGAFf:(x:T1) > e f T;AFw:Ubp
Vie[l,n].F;AFvi:Ti>Di
TP_TupLE
T;AF (v, oo ,w) t Ty X oo X Ty > (0q, -+, 0y)
GArw: Ty X+ XT,»(0g,--+,D i€e[lLn
. n. (v ) L n] TP_Proj
LA - wi: T.U»>vp;
LAFw:gqTeo ve {(v),(v,07), {0
q {(v').( ), (09} TP Derer
T;ARsw: T.U>v
Place typing rules for types
;AFw:Upsp  x¢fv(v) Arw:Teo THT<: T
TP_REFINE TP _TSus
Arw:{x:U|x==0}>0 T;AFw:T b

Fig. 7. Place typing.

and y, are matched with the type of the contents of the pointer returned by e;. Using these implicit
variables, the place context for typechecking e, can be given as x : own T > (4, ¥2).

4.2 Type System

Our refinement type system consists of four parts: well-formedness for typing contexts, types, and
place contexts; subtyping; typing of place expressions; and typing of expressions. In what follows,
we explain the well-formedness, typing, and subtyping in the order.

Well-Formedness. Well-formedness for typing contexts + I, and for types I' + U and T + T,
is defined straightforwardly and ensures that all refinements are well-sorted under the typing
contexts. Well-formedness for place contexts I' F A checks that, forany x : Usv € A, T + U holds
and the logical term v is well-sorted under the typing context T'.

Typing of Place Expressions. Typing judgments for place expressions take the formI'; A - w: Usp
orI'; A + w: T»v, which means that a place expression w has a type U or T under a typing context
I' and place context A and its evaluation result has a logical form described by v. The inference
rules for these typing judgments are presented in Fig. 7. Here, we adopt the notation T.U, which
stands for the outermost underlying type of the refinement type T. The rule (TP_VAR) means that
the type and logical form of a variable is found from the given place context. The rule (TP_Fun)
assumes a set ® of pairs f : (x : T) — T; of a function name f and its type (x : Ty) — T5. The
rules (TP_USuB) and (TP_TSuB) rely on subtyping I' + U <: U’ and T + T <: T’, which will be
explained shortly. The rules (TP_TuprLE) and (TP_PRroj) are defined straightforwardly. The rule
(TP_DEREF) returns the logically represented current values of pointers as the result of dereference.
The rule (TP_REFINE) enables assigning a refinement type comprising the assigned underlying
type and the logically represented evaluation result. The metafunction fv returns the set of free
variables occurring in a given entity.
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Expression typing rules |Ij;AjFe: T4 I“Z;Az‘ ‘I’;A Fe: T‘ def I5Are: THT;A

6
I';A e :TiAT,A yisfresh y: Ty =17
T;Arw:Teo LT;Ax: T1.U>O0(y) Fey: T, Ap;A;  x ¢ dom(Ay)
T _PLACE - T LET
T’Arw: T Fl;AlI—Ietx:ellnez:Tz—H“g;Az
A=A,z:U[T]>Q[v],Ay, U 1=xP QO l=xP
AN =ALz:U[T]>Q[y],As x¢ftv((v,y)) y¢dom([;A) TrA

LAF& U P[z] : {x:&mutT | x==(u,y) } 4T, y: T; A’

T _MuTtBorroOw

IAFw:qTeo
;A R &mmut 4y { &immut T | ¢+0) }

I'Arv:Upsop

U € {own T, &immut T} [;AFv:&mut Te (0, 0,)
- T_Dror -
I;ArRdropv:{_:int| T} ~ [;ArFdropv:{_:int|p; ==}

T _IMMUTBORROW

T_DropMuTt

T;A v : &mut Te (01,012) T;AF v : Tep,
A v :=v2:{_:int|1)12==n2}
LAFv:Teo x¢fv(v) IArv:iintsp TEv==

T_Box T_ASSERTZ
IAFboxv:{x:ownT|x==(v)} ~ I;Avrassertzv:{_:int| T} ~

T _ASSIGN

Expansionrules |I} = I}

0
=1
TE_EmpTY TE_NONEXP
0 [x/x]wO
0=10 x:T,F1 - XIT,FZ
. [v/y]wo
yisfresh y:(TAy. @[/ LG/ = L
TE_OwnN
[(v)/x]wd
x:{x:ownT|¢} ] = DL,
x; is fresh  xy is fresh
(T A 1. 91, %0/, T [ o) /] 2
X1 ¢ X1. N 5 5
1 1 1, A2 1 1, A2 2 TE_MUT

s weo
x:{x:&mutT | ¢}, T} RDIgX] x: T, T

X1, -, Xp are fresh
F{ =x1: T, X1 Toegy X 2 (T A X L (51, - -+, x0) / x])
01/x1 W W[0,/x, | WO

, [
LG [(x, -0 x0) /] = I

[ (01, ,0,) /x] W0
x:{x:T1X~--><Tn|¢},F1 - P

TE_TupLE

Fig. 8. Expression typing (excerpt).

Typing of Expressions. Typing judgments for expressions take the form I7; Ay F e : T 4 Iy A,
which means that under a typing context I'} and place context A;, an expression e has a type T that
is well-formed under I; possibly with additional implicit variables, and the execution of e changes
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the state of pointers described by A; into that by A,. We write I; Ay F e: Tif I} =T, and Ay = A,.
Figure 8 only presents key typing rules for expressions; the full set of the rules is found in the
supplementary material [51].

We first explain the typing rules that are easier to understand. The rule (T_PLAcCE) simply
relies on the typing for place expressions to typecheck them. The rule (T_IMMmuTBORROW) is for
immutable borrowing, stating that the contents of a created immutable reference is borrowed
from the pointer specified by a given place expression. The rule (T_Drop) for dropping owned
pointers and immutable references guarantees nothing more than simple type safety. By contrast,
(T_DroPMuT) means that, when a mutable reference v is dropped, the interpretation of its future
value that is logically represented by v, is fixed to the current value of v that is logically represented
by p;. The rule (T_AssiGN) for assignment is similar except that the future value is fixed to the
assigned value. The rule (T_Box) means that the instruction box creates a new owned pointer
with the specified contents, and (T_ASSERT) requires that the typing context imply that the logical
representation » of the argument of assertz is zero. This requirement is formulated using the
validity checking I' = v == 0 introduced shortly.

The remaining typing rules are (T_LET) and (T_MuTBoRrROW), which are the most complex
typing rules in our type system. The complexities originate from the facts that let expressions
introduces implicit variables (T_LET) and that creating mutable references introduces prophecy
variables (T_MUTBORROW).

To explain (T_LET), consider a let expression let x = e;ine; under a given typing context
I and place context A;. Then, (T_LET) requires that e; is typechecked under I} and A;, which
means that T1;A; F e : Ty 4 T;A needs to holds for some T, T, and A. The “post” typing
context I' and place context A are used to typecheck the post expression e;. Our type system
allows describing the shape of the value of e, in a logical form using implicit variables. What

shape is given is determined by an expansion judgment y : T =9> I'’. This judgment means
that an implicit variable y of type T; is expanded using newly introduced implicit variables in
I'. The inference rules for expansion judgments are shown in the bottom of Fig. 8. It should
be noted that prophecy variables are introduced in (TE_MuT) to represent the future values of
mutable references. Given a refinement type T = {x : U | ¢ }, the notation T A x. ¢’ denotes
the refinement type {x : U | ¢ A ¢’ }. The metavariable 6 stands for a mapping from implicit
variables to logical canonical forms. In the expansion judgment, 6 describes the logical form 0(y)
into which y is expanded. For example, if T; = {y : &mut{z; : int | ¢1 } | ¢ }, we can derive

= (z,
y: T v =Z>ZZ>} zp:{z:int| ¢}z {z int| §1 A p2[{z1,22)/y] }, which means that y is

expanded to (z, z;) with an implicit variable z; and prophecy variable z;. The type of the variable
z; inherits the refinement ¢, of the type T; to preserve as much information as possible. In (T_LET),
the expression e, is typechecked under the typing context augmented with I'” and the place context
that assigns to x its logical form 6(y). We require the post place context A, not to include the
binding for x to avoid scope extrusion; the type system implements the removing of some bindings
as subtyping (see the supplementary material for the details).

The rule (T_MuTtBorrow) typechecks instructions to create mutable borrows. This rule formal-
izes the idea that, when a mutable reference is created from a pointer, the value the reference holds
when it is released becomes the current value of the original pointer. We use prophecy variables to
bridge between “the future value of the mutable reference” and “the current value of the pointer
in the future time” (specifically, the time when the reference is released). To enable this idea, we
need to identify which part of the pointer is borrowed and potentially updated in the future. We
implement it using four kinds of contexts: place expression contexts P, type contexts T and 2, and
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term contexts Q, which are defined as follows:

P == []|=*P|P.i
T = [][{x:U]|¢}
U = ownT |&mutT | i X X T XTI X Ty X--- X Ty

Q == [11{D1(Qt2) | (1 tint, Qb+ 1 t0)

A place expression context P produces a place expression P[v] when its hole is filled with a value v.
A type context T and U produce a type T[T] and underlying type U [ T] when their holes are filled
with a type T, respectively. Assume that a variable z has an underlying type U and logical form .
When a place expression P[z] is borrowed, the type and logical representation of the borrowed
part can be identify by P, U, and v. For example, if P = ([].2), U =Ty X {x : ownT, | ¢},
and v = (xq, {(x2)), the type and logical form of the borrowed value (that is the contents of the
pointers specified by P[z]) are T; and x, respectively. This extraction of the information about the
borrowing can be implemented by viewing place expression contexts as the inverse of type and
term contexts. Here, we use the notation P; [ P;] that denotes the place expression context obtained
by filling the hole of P; with P,. The inverse T~! and ! of type contexts T and U, respectively,
are place expression contexts defined as follows:

7S 0 eeugy Su

own®)~ € (@ H[+[]] @mutT) T E (T N[«[]]

(Ty X+ X Ty X TX Ty x - x T € (@[ [].1]

The inverse Q™! of a term context Q is defined as follows:

1 d§f d;f

O[] (@t) € (0 )[+[]]
(QHI[].]

For instance, in the above example (P = ([].2), U=Ty X{x:ownT, | ¢ }, 0 = (x1, (x2))), the
inverses of the context W = T; X {x : own [] | #} and Q = (x1, ([])) are the place context *P,
which specifies the part to be borrowed. By pattern matching U = U[T,] and v = Q[v,] with
metavariables Ty and vy, we can represent the type T, and logical form x; of the part *P[v] to be
borrowed by T, and vy, respectively. Using this idea, given a place expression P|z], (T_MuTBORROW)
extracts the type T and logical form v of the borrowed part specified by *P[z] from a pre place
context A. In the post place context A’, the contents of the pointer is replaced by a newly introduced
prophecy variable y because it may be updated by the created mutable reference. The refinement
type in the conclusion expresses that its current value comes from the original pointer and its
future value is represented by the prophecy variable y.

[] [] (O

(tn b Qi ) E

Subtyping. Most of the inference rules for subtyping judgmentsI' + T; <: T and ' + Uy <: U,
are fairly standard. As in standard refinement type systems [52, 64], the subtyping for refinement
types checks that the refinements of a typing context and a subtype imply the refinement of a
supertype (S_REFINE). The implication checking relies on the interpretation of implicit variables. A
judgment 0 |= I' means that the interpretations assigned by 0 satisfy the refinements specified by T'.
It relies on the formula 0 | @, which means that the formula ¢ holds under the valuation 6, and
formula(T, x), which generates a logical formula stating that x satisfies all the refinements in the
type T. A judgment I |= ¢ expresses that the formula ¢ holds under any valuation that satisfies the
assumptions specified by the typing context I'.
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Validity rules ‘ 0T ‘ ‘ I'E¢ ‘

dom(f) =dom(I') Vx:TeT.0 [ formula(T, x) VO.OET = 0F¢
VALUATION VALID

0FT TFs
Subtyping rules ‘I“ FT<: Tz‘ ‘I“ FU <: Uz‘

Ti—{x:U1|¢)1} rl—{X:U2|¢2} FI—U1<:U2 F,XZ{XZU1|¢1}|=¢2

S_REFINE
FTH{x: U |¢1} <{x: Uz [ ¢} B
+T TrTh<:Tyy T,x:To v Tip <: Ty
—— S INT S Fun
I'kint <:int T (x:Ty) o Ty <:(x:Tp) » Ty
't TT1<:T, TrTh<Ty I'rT1<:T, TrTh<'T)
S_ OwN S_Murt
T'townT; <:ownT; ' &mut T; <: &mut T,
'rT1 < Th Vie[l,n].Fl—Tli<:TZi
- - S_ImMmuUT S TurLE
I+ &immut T; <: &immut T, TrTiu X XTip <t Toy X+ - X Ty

Fig. 9. Subtyping.

Example. As an example of typechecking, consider how the expression
let x’ = &M xinlet_ = x" := Oinlet y = *xinassertz y

is typechecked under I'1 = x; : int, x, : int and A; = x : &mutint > (x;, x,) (we may abbreviate a
refinement type { x : U | ¢ } to U if the refinement ¢ is not important). Note that x; and x; are an
implicit and a prophecy variable, respectively, that can be introduced by the expansion in (T_LET).
First, &™ x is typechecked by (T_MuTBoRROW) as follows:

I AL F & x: {x : &mutint | x" == (x,2) } 4Ty, z s int; x : &mutint > (2, x,) .
By (T_LET), typing and place contexts are augmented. Let I = I', z : int, x; : int, x| : {x] : int |
(x1,x5) == (x1,2) } and Ay = x : &mutint > (z, x3), x’ : &mut int > (x], x7), where the variables x|
and x; are an implicit and a prophecy variable, respectively, by expanding the shape of x’. Next,
the typechecking of x” := 0 is performed as:
(TP_VAR) (TP_INT)

I3 Az F X' - &mutint > (x], x;) ;A F0:int>0
LsAgkx’ ==0:{_:int|x;==0}.

(T_AsSIGN)

Under A,, *x : int > z is derivable by (TP_VAR) and (TP_DEREF). Consider the typechecking of
assertz y. Again, the typing and place contexts in assertz y is augmented by (T_LET). Let I3 = I}, xp :
{_:int|x;==0}y :{y :int|y ==z} and A3 = Ay, _:int>x,y : int>y’. Then, assertz y is
typechecked as:

TP_VAR
I‘g;A3|—y:int>y’( - ) F3 |:y’::

- (T_ASSERT)
I3;As Fassertzy: {_:int| T}

The validity checking holds because I3 includes y’ == z and (x|, x;) == (x,z) (so z == x;) and
xé ==
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4.3 Soundness

This section describes a high-level overview of soundness of the type system. As with FLux,
our type system targets well-borrowed programs, that is, ones conforming to the “aliasing XOR
mutability” discipline of RusT. To incorporate this discipline, the operational semantics of Acor
employs the Stacked Borrows aliasing model [32]. More specifically, a pointer in Acor is a memory
location I equipped with tag t generated at run time, taking the form ptr(l, ). Heaps h in Acor
not only associate memory locations with values, but also keep relations between borrowed and
borrowing pointers using stack data structures. The use of stacks enables the run-time detection
of the violation of the “aliasing XOR mutability” discipline. The semantics of Acor is defined by
an evaluation relation for configurations, which are tuples (h, o, €) of a heap h, an environment o,
which maps variables to values, and an expression e (that may contain free variables mapped by
o). After one-step reduction, (h, o, €) is transformed to another configuration (h’, ¢’, €’), written
as (h,0,e) — (W, 0’, '), or an error happens due to the violation of “aliasing XOR mutability”,
which is represented as (h, o, ) — BorrowError. As described in Section 3, Acor assumes that an
owned pointer or mutable reference that has been mutated or released is not accessed anymore—i.e.,
dereferenced, mutated, or released. The run-time error BorrowError also happens if this memory
discipline is broken.

Our proof of soundness rests on progress and subject reduction [71]. To prove them, we formulate
the invariants on heaps emerging during the execution of well-typed programs. For example, one
invariant is that, if a mutable reference is alive, there exists a prophecy variable that matches only
with the future value of the reference and also with the “current value” of the pointer the reference
borrows. Another invariant is that each pointer exclusively owns the value of its referent. Using
such invariants, we can show that progress and subject reduction and then type soundness stated
as follows:

THEOREM 4.1. Let h be the empty heap, o be the empty environment, and e be an expression
of the form let x = eyinv. Assume that every function has the function type specified by ®. If
0;0Fe:THT;A and (h,0,e) —* (W', 0’, €'), then one of the following holds: ¢’ = V' for some v';
(W,o',e) — (W', d", ¢e") forsomeh”, o”, and €’; or (h', o', ¢') — BorrowError.

Because RusT’s borrow checker guarantees that BorrowError never happens, we can ensure that
(safe) Rust programs well-typed in our refinement type system never get stuck. In particular, the
assertion checks involved in them never fail.

4.4 Discussion and Extensions

Algebraic Data Types. Acor includes tuples, but does not support general ADTs that include
recursive types. However, variants can be trivially encoded with tuples, and we believe that it is
not difficult to extend Acor with recursive types. One might worry that we need to be careful of
expansion of the logical representations of let-bound variables in the presence of recursive types
because they could lead to infinite expansion, but expansion is necessary only up to visibly accessed
values and they are at finite depth.

Function Closures. Acor includes higher-order functions, but these functions must not contain
free variables. A workaround to support functions containing free variables is encoding them
as closures (tuples of a closed function and part of arguments). However, this is not completely
satisfactory because, under this encoding, the type of a function is aware of the number of free
variables and their types. RUST can relax the problem by using a mechanism called Boxed Closure,
which enables abstracting argument and return types of function types. Roughly speaking, this is
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achieved by existential quantification through dynamic dispatch. Introducing existential types into
Acor is left for future work.

5 Implementation and Evaluation

We implemented our static RusT verifier THRUST based on the prophecy-based refinement type
system presented in Section 4 and a backend CHC solver SPACER [39, 40],° as a plugin for the RusT
compiler. Following the CHC-based refinement type inference method in [64], THRUST prepares
refinement type templates, generates type derivations based on them, and collects subtyping
constraints to form a system of CHC constraints, which is then solved by the backend solver
SPACER. SPACER is a solver based on the property directed reachability (PDR) approach [11, 20, 62]
and has demonstrated top performance in the benchmarks of the CHC competition (CHC-COMP).

In CHC constraint generation, rather than working directly with the source program, we utilize
the Mid-level Intermediate Representation (MIR) [16] of RusT programs, specifically an optimized
MIR provided by the RusT compiler after desugaring, type checking, borrow checking, and certain
optimizations. By using MIR, which abstracts away much of the complexity of the source program
through desugaring and optimization, we were able to implement THRUST with less effort compared
to working directly with the source RusT programs while maintaining stability against changes
in the source code. We discuss the differences between Acor, introduced in Section 3, and MIR in
Appendix A, detailing the implementation specifics. In the remainder of this section, we report the
evaluation results of THRUST.

5.1 Experimental Evaluation

We evaluated THRUST on (1) a new benchmark set designed to compare a broader range of verifiers
including those that are not limited to automated verification tools, and on (2) the RusTHORN
benchmark set [47] for comparing automated verifiers. The benchmark programs are available
in the supplementary material [51]. All experiments were conducted on a Ubuntu 24.04 cloud
computing instance with 32 GB of RAM and 16 logical CPU cores on an AMD EPYC 7R13 Processor,
using SPACER, bundled with Z3 (version 4.13.0), as the backend CHC solver for both THRUST and
RusTHORN. The time limit was set to 180 seconds.

5.2 Evaluation on the New Benchmark Set

We compared THRUST (commit d868517) with existing verification tools for RusT, including
RusTHORN (https://github.com/hopv/rust-horn/ commit e1b7b78), FLux (https://github.com/flux-
rs/flux commit bfa3113), and PrusTI (https://github.com/viperproject/prusti-dev/releases/tag/v-
2024-03-26-1504), using a newly prepared benchmark set categorized into four groups based on
our focus.

e The “prec” category consists of verification problems that require precise reasoning about
mutable references. Some programs involve dynamically selected mutable references based on
runtime values, and others include splitting of mutable references of tuples. These programs
are challenging to verify with methods that do not support prophecy or similar technique.

e The “ho-funs” category consists of problems that involve higher-order functions.

o The “adt” category consists of problems that involve recursive user-defined data types. “1-list-
pos” and “2-dict-pos” require invariants common to all data elements of a recursive ADT for
successful verification. The other problems in this category require verification of properties
related to the structure or specific elements of recursive ADTs.

5Because THRUST outputs CHC constraints in the SMT-LIB 2 format, other CHC solvers can also be used as backends.
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Table 2. Experiment results on the new benchmark set

THRUST RusTHORN Frux PRuUSTI
Annot. Result Time(s)| Result Time(s)|Annot. Result Time(s)|Annot. Result Time(s)
prec-1-inc-max-plain-safe 0 safe 0.05| safe 0.04/ 0 unknown 0.07| 0 safe 3.77

unknown  3.28
safe 3.36
unknown  3.37
abort N/A
abort N/A
abort N/A
abort N/A
abort N/A
abort N/A
abort N/A
abort N/A
abort N/A

unknown  0.07
abort N/A
abort N/A
abort N/A
abort N/A
safe 0.07
unknown  0.07
unknown  0.05
unknown  0.05
unknown  0.06
unknown  0.06
unknown  0.06

unsafef  0.05| unsafe  0.04
safe 0.09| safe 0.05
unsafet  0.05| unsafe  0.05
safe 0.12| abort  N/A
unsafe 0.1| abort  N/A
safe 0.04| abort  N/A
unsafef  0.04| abort N/A
safe 0.04| abort  N/A
unsafef  0.04| abort  N/A
safe 0.06| abort  N/A
unsafef  0.05| abort N/A
safe 0.11| abort N/A
ho-funs-3-list-fold-unsafe unsafef  0.07| abort N/A unknown  0.06 abort N/A
ho-funs-4-opt-map-safe safe 0.12| abort  N/A unknown  0.06 abort N/A

prec-1-inc-max-plain-unsafe 0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 1 1
0 1 1
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0

ho-funs-4-opt-map-unsafe 0 unsafef 0.07| abort N/A| 0 unknown 0.06] 0 abort N/A
0 2 5
0 2 5
2 2 5
2 2 5
0 5 2
0 5 2
0 7 5
0 7 5
0 1 1
0 1 1
1 1 1
1 1 1
2 1 2
2 1 2
2 1 2
2 2

prec-2-bor-rest-safe
prec-2-bor-rest-unsafe
prec-3-opt-get-or-insert-safe
prec-3-opt-get-or-insert-unsafe
prec-4-borrow-split-safe
prec-4-borrow-split-unsafe
ho-funs-1-app-mut-safe
ho-funs-1-app-mut-unsafe
ho-funs-2-return-fn-safe
ho-funs-2-return-fn-unsafe
ho-funs-3-list-fold-safe

adt-1-list-pos-safe safe 0.28|timeout N/A safe 0.12 safe 6.69
adt-1-list-pos-unsafe unsafef  0.17| unsafe  0.06 unknown  0.12 unknown  6.58
adt-2-dict-pos-safe safe 0.17|timeout  N/A| safe 0.12 safe 7.07
adt-2-dict-pos-unsafe unsafef  0.11| unsafe  0.06 unknown  0.12 unknown  6.86
adt-3-inv-safe safe 0.09| safe 0.07 safe 0.12 safe 5.81
adt-3-inv-unsafe unsafet  0.07| unsafe  0.06 unknown  0.12 unknown  5.79
adt-4-dict-get-or-insert-safe safe 4.09| abort  N/A unknown  0.11 abort N/A
adt-4-dict-get-or-insert-unsafe unsafef  2.72| abort  N/A unknown  0.11 abort N/A
mod-1-sum2-base-safe safe 0.08| safe 0.07 safe 0.08 safe 4.16
mod-1-sum2-base-unsafe unsafef  0.08| unsafe  0.05 unknown  0.09 unknown 43
mod-2-sum2-same-safe safe 0.05| abort  N/A safe 0.09 safe 4.22
mod-2-sum2-same-unsafe unsafet  0.04| unsafe  0.05 unknown  0.09 unknown  4.22
mod-3-nonlin-sum-safe safe 0.05|timeout  N/A| safe 0.09 safe 4.09
mod-3-nonlin-sum-unsafe unsafef  0.05timeout N/A unknown  0.09 unknown 4.14
mod-4-nonlin-mult-mut-safe safe 0.05|timeout  N/A safe 0.09 safe 4.17
mod-4-nonlin-mult-mut-unsafe unsafet  0.05| unsafe  0.05| 1 unknown 0.09 unknown  4.24

+ We manually confirmed that the program is indeed unsafe when THRUST concludes that the program
is unsafe, since we have not formally proved the completeness of THRUST, although it is conjectured
to be complete for first-order programs for the same reason that RUSTHORN is, and we also conjecture
completeness for the patterns of higher-order function usage found in the benchmark set.

e The “mod” category consists of problems that are challenging for automated verifiers but can
be verified with modular verifiers using the help of annotations. Notably, “3-nonlin-sum” and
“04-nonlin-mult” involve nonlinear arithmetic, making automated verification challenging.

The benchmark programs were modified for each tool in a way that does not affect their semantics
to make them acceptable as inputs. Specifically, in the “prec” category, functions were inlined in
Frux and PRUSTI inputs in order to avoid the need for annotations.

The experimental results are shown in Table 2. The column “Annot” shows the number of lines
used for user-specified invariants in function signatures. The “Annot.” column for RusTHORN
is omitted since it does not allow users to write annotations. The column “Result” indicates the
verification outcome provided by the tool, showing whether the tool identifies the program as safe,
unsafe, or unknown. Some results indicate an abort or a timeout. The column “Time(s)” represents
the elapsed verification time in seconds. Some results from Table 2 illustrate the fundamental design
differences and limitations between THRUST and other tools. Below, we will discuss the differences
in benchmark results for each tool compared to THRUST, exploring whether these differences are
fundamental in terms of their limitations.

The differences between RUSTHORN and THRUST.
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o In terms of precision, RUSTHORN does not differ from THRUST. There are some cases of abort,
but these all seem to be non-essential issues of the implementation.

e RusTHORN could not handle programs in the “ho” category. It is a fundamental difference.
THRUST (and type-based approaches) handle higher-order functions via type-based abstraction
and subtyping of refinement types. The RusTHORN paper discusses an approach to supporting
higher-order functions by using higher-order CHCs. However, since higher-order CHC
constraint solving is typically performed using refinement types, a fundamental extension is
ultimately required.

e RusTHORN could not verify some programs in the “adt” category. It is a fundamental difference.
Thanks to type-based abstraction, THRUST reduces the burden on the backend CHC solver by
introducing a predicate variable that enables per-element refinement for the type parameter
in polymorphic collection types such as lists. In contrast, RusTHorN does not utilize types in
its verification process and therefore does not introduce such a predicate variable. As a result,
since it is necessary to find solutions using recursive functions on ADTs, only certain CHC
solvers like Holcg, which support this, can be used to verify programs that involve ADTs.

e RusTHORN could not verify programs in the “mod” category. It is a fundamental difference,
as RusTHORN does not provide a refinement type system for Rust, and therefore, it also lacks
a means to introduce annotations in the target Rust program for modular verification.

The differences between FLUx and THRUST.

o FLUx could not verify some programs in the “prec” category. It is a fundamental difference. In
FLux’s type system, strong references are tracked as singleton types, which results in a loss of
precision for examples that conditionally select mutable references (e.g., Fig. 2). Among these,
“3-opt-get-or-insert” is modeled after the RusT standard library’s Option: :get_or_insert
function. This widely used method serves as an example demonstrating the real-world
applicability of the prophecy-based, precise verification of THRUST.

FLux could not handle programs in the “ho” category. We believe it is not a fundamental
difference. It supports some usage of function closures.® FLux is based on refinement types,
and there seems to be no reason why it cannot support higher-order functions.

FLux could not handle “adt-4-dict-get-or-insert-safe” in the “adt” category. It is a fundamental
difference. The program requires the propagation of strong updates through a mutable
reference that points to a part of a data structure, and the reference is selected dynamically
based on the function argument. FLUX loses verification precision when tracking dynamically
selected mutable references, as explained above.

In terms of modularity, there is no difference compared to THRUST.

FLUX required some annotation lines in some programs that THRUST verified without any. It
is a fundamental difference. As discussed in Section 1.1, FLux cannot infer mutation effects

on function types that take a &strg (mutable) reference’.

The differences between PRUSTI and THRUST.

e PrUSTI could not verify “prec-3-opt-get-or-insert” and “prec-4-borrow-split” programs in the
“prec” category. We consider these not to be fundamental limitations of PRUSTI’s approach,
but rather issues that could be resolved with sufficient engineering effort. Aborted cases
of “prec-3-opt-get-or-insert” are likely due to PRusTI’s lack of support for enum references.
The PrusTI documentation® also states that “References in enums are not yet supported.”

Ohttps://github.com/flux-rs/flux/pull/386

7&strg is a FLux-specific construct that creates a mutable reference, allowing strong updates on it.
8https://viperproject.github.io/prusti-dev/user-guide/tour/pledges.html
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PrusT1 also lacks support for borrow splitting in its current implementation and fails to
handle programs such as the “prec-4-borrow-split” cases. We believe that once these issues
of enum references and borrow splitting are resolved, there will be no reason these programs
cannot be verified with PRusTI.

e PrusTI could not handle programs in the “ho” category. We consider that it is not a fundamen-
tal difference. PRusTI had an implementation to support some usage of function closures.’
The implementation appears to still be in the early stages, but we believe that the extension
of PrRusTI presented in [70] would allow PRUSTI to support higher-order functions, at least
to the same extent that THRUST currently does. Furthermore, another extension of PRUSTI
for reasoning about iterators and closures has also been proposed [8].

e PrusTI could not handle “adt-4-dict-get-or-insert” programs in the “adt” category. It is not a
fundamental difference. Just like the prec category, aborted cases with these programs are
likely due to PrusTr’s lack of support for enum references.

e Regarding modularity, there is no difference compared to THRUST.

e PrRUSTI required some annotation lines in programs that THRUST verified without any. It
is a fundamental difference. As discussed in Section 1.1, PRUSTI’s automation is based on
SMT solving, and it requires user annotations of inductive invariants for loops and recursive
functions to generate verification conditions.

5.3 Evaluation on the RustTHorRN Benchmark Set

We compared THRUST s performance (commit d868517) with that of another automated verifier,
RusTHORN (commit e1b7b78), using the RusTHORN benchmark set. For some of the instances,
we made minor modifications that did not affect their semantics to adapt them as inputs for
THRUST. In this experiment, SPACER was configured with the fp.validate=true flag. The results
are summarized in the scatter plot in Fig. 10 and the full results are found in Appendix B. In the
scatter plot, safe instances are shown as blue circles, unsafe instances as red circles, and instances
where either tool aborted are shown as magenta triangles.
In most cases, verification with THRUST was completed
in a comparable time to RUSTHORN but was sometimes
100 slower. This is because THRUST interprets MIR more rig-
orously compared to RusSTHORN, resulting in more com-
plex constraints being generated. As explained in Sec-
tion 2, our type system introduces implicit variables at
9 the time of variable binding for modularity (type-system
style formalization) while maintaining soundness. The
operands of MIR are limited to some simple forms of
01j24 o e j values, which sometimes results in repeated variable as-
01 U 100 signments appearing before a terminator in the basic
block. Since THRUST interprets MIR statements one by
one, this kind of basic block generates many implicit
variables within the THRUST environment, leading to an
increased load on the backend CHC solver as the num-
ber of arguments of predicate variables increases. On the
other hand, RusTHORN does not have a notion of implicit variables. Moreover, RusTHORN performs
a kind of symbolic execution to analyze the final environment of the block and generate CHCs
based on that, processing one basic block at a time, which results in the generation of simpler

10

RustHorn

Fig. 10. Summary of experiment results on
the RusTHoRN benchmark set

%https://github.com/viperproject/prusti-dev/pull/138
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CHCs. Additionally, RusTHORN aligns the source MIR program with CHC model by interpreting
the low-level representation of enum pattern matching within MIR, based on the assumption of a
fixed program structure generated by rustc. By contrast, because THRUST interprets MIR as is, the
representation of enums becomes more cumbersome'’, which may impact performance. Thus, if
THRUST is modified to interpret basic blocks in the same manner as RusTHORN by inlining program
variables within the block, and if unnecessary predicate variables introduced due to the simplicity
of the implementation are eliminated, we expect THRUST to generate the same CHCs as RusTHORN,
except for programs involving enums. On the other hand, regarding the aforementioned issue with
enum representation, we do not intend to implement ad-hoc processes like RusTHORN, as we aim
to maintain stability against future changes in rustc’s MIR generation.

6 Related Work

Since static verifiers for RusT have already been compared in Section 1, this section will discuss
an alternative approach to RusT verification, verification techniques for pointer-manipulating
programs in languages other than RusT, and related research on the techniques used by THRUST.

There has been research on bug-finding tools that apply bounded model checking to RusT [5, 44,
59, 68]. When it comes to automated verification of languages other than Rust, SEAHORN [28] is
an automated verifier for C programs based on CHC solving, which encodes the heap as arrays.
However, in verification of examples discussed in this paper, synthesis of quantified invariants is
often required, making it difficult to scale. JAYHORN [36], on the other hand, is an automated verifier
for Java programs based on CHC solving, where heap invariants are represented by predicate
variables. This heap encoding is more efficient than the array encoding, but it comes with lower
precision. Additionally, there have been proposals to extend SMT and CHC solvers with background
theories that can reason about the heap [19, 21].

Dependent refinement types have been extended to reason about mutable cells. Zhu and Xi [74]
introduced a notion of stateful views to support pointer manipulation, but their system requires
manual annotations to track ownership. Rondon et al. [53] and Bakst and Jhala [4] applied liquid
type inference to pointer-manipulating C programs, achieving local strong updates through a
technique similar to alias types [56]. The former in particular forms the basis for FLux [43]. Gordon
et al. [27] introduced a notion of rely-guarantee references to enable local strong updates, unifying
ideas from reference immutability type systems and rely-guarantee program logics. Toman et al. [60]
presented an automated verification tool CONSORT based on a combination of automatic inference
of fractional permission/ownership [10] and CHC-based refinement type inference. However,
fractional permission/ownership is different from the RusT-style ownership based on lifetimes and
borrowing, and thus cannot be directly applied to RusT verification. There have been attempts to
unify the two ownership styles [49], but limitations such as lack of support for nested references
remain. REFINEDC [54] is an ownership refinement type system for C program verification and
forms the basis for REFINEDRUST [25], but it differs from THRUST in its design philosophy, as it is
not an automated verifier but aims to provide foundational proofs based on Ir1s logic.

The notion of prophecy was introduced in verification of concurrent programs to predict the
order of nondeterministic events [1], but it has also been applied to verification of hyperproperties
among multiple programs [7, 67], where it is used to predict the behavior of the other programs
from a program. As in THRUST, prophecy has been used in RusT verification to propagate update
information of mutable borrows to the original owner [17, 25, 47]. Additionally, prophecy is
used to predict a continuation effect of call/cc [26], and to enable invariant synthesis that would

1%%e model enums in place contexts explicitly, along with an implicit variable for the enum discriminant. A detailed
explanation of our enum encoding is provided in the supplementary material [51].
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typically require quantifiers and arrays to be conducted without them [45]. Furthermore, prophecy
was integrated into separation logic [35], particularly in Iris. We believe that investigating the
application of our prophecy-based refinement type system beyond Rusrt verification to these
domains could be an interesting direction for future research.

7 Conclusion

We presented THRUST, an automated, modular, and precise verification tool for RusT, based on a
novel prophecy-based refinement type system and CHC-based refinement type inference techniques.
Unlike existing refinement type systems such as low-level Liquid Types, FLux, and CoNSORT, which
enable strong updates through concrete locations or fractional ownership types, our system enables
strong updates of mutable references using prophecy, by propagating the update information
of mutable borrows to the original owners through prophecy variables. We have demonstrated
that the prophecy-based approach can effectively integrate with type-system-style formalization
and fully automated refinement type inference, both theoretically and empirically. We proved the
soundness of the type system under the assumption of the well-borrowedness of the program in the
sense of stacked borrows, by introducing a core language Acor of RusT. Thanks to our type-based
formulation, THRUST naturally supports higher-order functions and algebraic data types. We also
evaluated THRUST and obtained promising results with respect to automation, modularity, and
precision, compared to state-of-the-art RusT verifiers including RustTHoRrN, FLUX, and PRUSTI.

Future work includes extending our prophecy-based refinement type system to verify and falsify
temporal and branching-time safety and liveness properties. To this end, we consider applying
the technique used in this paper for deriving a prophecy-based refinement type system for Rust
from an ordinary refinement type system for ML-like functional programs to existing systems for
temporal and branching-time safety and liveness verification and falsification [50, 65]. Regarding
language features, while it is not difficult to support internal mutability and unsafe code through
imprecise reasoning with weak updates, developing a mechanism for precise and automated
verification of these practically significant features, which offer RusT flexibility but do not benefit
from well-borrowedness, remains an important challenge. We are working toward scaling THRUST
for verifying real-world RusT programs. If we limit our focus to verifying “safe” RUsT programs
that use standard library components, without verifying the standard library itself, which contains
unsafe code, there do not appear to be any fundamental difficulties. The main challenge lies instead
in the engineering effort required to support currently unsupported features, such as traits and
modules. To support standard library types, we only need to provide a mechanism for attaching
refinement types to existing RUST types, commonly referred to as “extern spec.” Regarding traits,
we only need to support checking trait implementations against the type annotations in the trait
definitions, so this does not pose a significant challenge.

Data Availability Statement

THRUST source code can be found at https://github.com/coord-e/thrust. We also provide an ar-
tifact [51] to reproduce the evaluation in Section 5.1, including a snapshot of THRUST, related
software, and benchmarks.
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Fig. 11. Example of drop points analysis in THRUST

1 let mut _0: (; 1 let mut _0: (;

2 let mut _2: bool; 2 let mut _2: bool;

3 let mut _3: i64; 3 let mut _3: i64;

4 4

5 bbo: { 5 bbo: {

6 3= (1) 6 3= (1)

7 7

8 _2 = Ge(move _3, const 0_i64); 8 _2 = Ge(move _3, const 0_i64);
9 9

10 switchInt(move _2) 10 switchInt(move _2)
11 11

12 -> [0: bb2, 12 -> [0: bb2,

13 otherwise: bb1]; 13 otherwise: bb1];
14 3} 14 3}

15 15

16 bb1: { 16 bb1: {

17 (%_1) = const 0_i64; 17 (%_1) = const 0_i64;
18 18

19 goto -> bb2; 19 goto -> bb2;

20 20

21 %} 21 %}

22 22

23 bb2: { 23 bb2: {

24 return; 24 return;

25 25

26 %} 26 %}

A Implementation Details: Differences Between Acor and MIR

We had to handle many differences between MIR and Acogr to implement THRUST on MIR. First of
all, MIR is a control-flow graph (CFG)-based representation; each function body consists of one or
more basic blocks, and each basic block consists of zero or more statements and one terminator. The
terminator is a control-flow instruction, such as a conditional branch or a jump, which determines
how the control flows between basic blocks. By contrast, Acor is based on expressions that rely on
conditional expressions and recursive functions to express control flows. To fill this gap, THRUST
interprets MIR as a functional program in a manner discussed by Appel [2]. Other differences and
how THRUST deals with them are explained in the following.

Finding drop points. As explained earlier, drops are explicit in Acor, whereas they are not in
RusT. The optimized MIR does not contain explicit drops either. Thus, THRUST needs to determine
where to drop variables before typing. To achieve this, THRUST utilizes live-variable analysis and
inserts drops at points where a variable transitions from live to dead. Drop points can occur either
immediately after a statement or on the edges of the CFG. Figure 11 illustrates how drop points are
identified in a MIR body. The left side shows a source MIR with the results of live-variable analysis
written as comments, while the right side depicts the MIR with drops inserted by THRUST. THRUST
does not actually modify the MIR to insert drops. Instead, it performs the analysis before typing to
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identify drop points and incorporates appropriate assumptions into typing, as if the drops were
performed according to the identified points.

Fig. 12. Example of automatic reborrows in THRUST

1 1 _3 =8&mut _1;

2 (*_1) = const 0_i64; 2 (*_3) = const 0_i64;

3 3 _4 = &mut _1;

4 2 =set(_1) > [ 4 _2 = set(move _4) > [
5 return: bb1, 5 return: bb1,

6 unwind continue 6 unwind continue

7 1 7 1

Inserting reborrows. Acor only allows a single assignment to a mutable reference; therefore,
reborrows are required to perform multiple mutations. However, in Rust and MIR, multiple
mutations on a single mutable reference are allowed. To bridge this gap, THRUST automatically
inserts reborrows when a place appears on the left-hand side of an assignment. When an assignment
is performed, THRUST inserts a reborrow just before the assignment and replaces the left-hand
side place with the newly created reference. This approach allows the original reference to remain
alive during typing while preserving the effect of the assignment. THRUST also inserts reborrows
when mutable references are copied as operands. This behavior might seem unusual, as mutable
references are generally not expected to be copied. However, these copies originate from a Rust
mechanism known as reborrow coercions. In RusT, values of type &'a mut can be coerced [14] to
&'b mut when 'a outlives 'b. This coercion effectively results in a reborrow, as indicated by the
change in lifetimes. Such implicit reborrows are present in MIR when it is initially constructed, but
they are replaced with copies during optimization. Since THRUST processes MIR after optimization,
we needed to reverse this optimization by treating copied mutable references as reborrows. Figure 12
provides an example of these reborrows automatically inserted by THRUST. The left program shows
the source MIR, while the right one depicts the MIR with reborrows inserted by THRUST.

Mutable local variables. In Acor, we may only borrow pointers or tuples. On the other hand,
borrowing ordinary local variables is allowed in RusTt and MIR. To bridge this gap, THRUST treats
every local variable marked mut as owned pointers during typing. When these variables appear in
right-hand side expressions, THRUST interprets their values as if they were dereferenced to access
the inner value.

Enums. Although Acor includes tuples, it does not include general algebraic data types (ADTs).
On the other hand, the implementation of THRUST does support ADTs. THRUST primarily encodes
ADTs directly into the ADT theory of the backend solver. However, to support mutation of ADT
elements, a method to handle disjoint sum types (RusT’s “enum”) within the place context is
required. To address this, THRUST adds new entries for enums to the place context, as shown
below.!!

A= | x:xg@(Vi(xy) | Va(x2) |-+ | Vi(xn))
Here, V4, ..., V,, are the names of each variant. x4 is an implicit integer variable for the discriminant
of the enum, and x; through x,, are implicit variables for the contents of each variant. By expressing

For simplicity, we here assume that each variant has a single field.
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it in this way, borrowing from the contents of each variant can be handled in the same way as with
tuples. To bind a variable of enum type in this place context, we need to express the refinement
of that variable using these implicit variables. For example, consider an enum D and assume it is
bound with the type {x : D | ¢}. After binding the implicit variables xi, . . ., x,,, which correspond
to the variants Vi, ..., V,, of D, and x4, which corresponds to the discriminant, we add the following
assumption to the environment:

Ax. mp(xy, ..., xp, x) A discriminantp (x) = x4 A @
where discriminantp (x) is a function that returns the discriminant of x, and mp is a predicate that
associates x with x, ..., x,, defined as follows for each enum:
mp(x1,...,xn, %) = (Vi(x1) =x V Va(x2) =x V- -+ V V(xn) = X)
When using a variable of enum type bound in this way in the place context, we must also represent
the refinement of type D using these implicit variables. Given the following environment:
IF=xg:int,x;:Uyp,...,x,: Uy
A= |x:xg@Vixy) | Va(oxz) | -+ | Valxn))
The place typing of x is as follows.
I'NArx:D »3x. x| mp(xy,...,xx) A discriminantp (x) = x4

To handle this, place typing is extended to take existentially quantified variables and additional
logical formulas.

Recursive ADTs. THRUST also supports recursive ADTs, such as lists. However, when attempting
to bind recursive ADTs to a place context as described above, they can expand indefinitely. Currently,
THRUST addresses this issue by predefining a depth limit for recursive expansions. If an attempt
is made to borrow a part of the place context that has not been expanded, constraint generation
fails, limiting the range of MIR that can be handled. However, this is not a significant problem, as
one can simply bind the desired depth to a variable if a deeper borrow is needed. Additionally, we
believe that the depth limit can be determined through static analysis of where borrowing occurs
for each variable, and we plan to implement this approach in the future.

B Full Experiment Results on the RusTHorRN Benchmark Set

The experiment results on the RusTHORN benchmark set are shown in Table 3. The column “Result”
indicates the verification outcome provided by the tool, showing whether the tool identifies the
program as safe or unsafe. Some results indicate an abort or a timeout. The column “Time(s)”
represents the elapsed verification time in seconds.
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Table 3. Experiment results on the RusTHoRN benchmark set

THRUST RusTHORN

Result  Time(s) | Result Time(s)

simple-1-01_unsat safe 0.06 safe 13
simple-2-04_recursive_unsat safe 1.99 safe 0.35
simple-3-05_recursive_sat unsafet 0.06 unsafe 0.07
simple-4-06_loop_unsat timeout N/A | timeout N/A
simple-5-hhk2008 safe 0.06 | timeout N/A
simple-6-unique_scalar unsafef 0.05 | unsafe 0.06
bmc-1-test-bmc-1-safe safe 0.13 safe 0.15
bmc-1-test-bme-1-unsafe unsafet 0.13 unsafe 0.14
bmc-2-test-bmc-2-safe safe 0.06 safe 0.07
bmc-2-test-bmc-2-unsafe unsafet 0.07 unsafe 0.07
bmec-3-test-bmc-3-safe safe 0.09 safe 0.09
bmec-3-test-bme-3-unsafe unsafef 0.08 | unsafe 0.09
bmc-4-test-bmc-diamond-1-safe safe 0.11 safe 0.09
bmc-4-test-bmc-diamond-1-unsafe unsafet 0.1 unsafe 0.09
bmec-5-test-bme-diamond-2-safe safe 0.1 safe 0.1
bmec-5-test-bmc-diamond-2-unsafe unsafef 0.1 | unsafe 0.09
prusti-1-pass-rosetta-Ackermann_function-base safe 0.08 safe 0.06
prusti-2-pass-rosetta-Ackermann_function-same | timeout N/A | timeout N/A
prusti-3-pass-paper_examples-goints-compress safe 0.07 safe 0.1
prusti-4-pass-paper_examples-borrows_align safe 0.07 safe 0.05
prusti-5-pass-demos-account safe 0.08 safe 0.04
prusti-6-fail-demos-account_error_1 unsafe 0.08 unsafe 0.05
prusti-7-pass-mut_borrows-restore safe 0.09 safe 0.05
inc-max-1-base-safe safe 0.06 safe 0.05
inc-max-1-base-unsafe unsafet 0.06 unsafe 0.05
inc-max-2-base3-safe safe 0.1 safe 0.07
inc-max-2-base3-unsafe unsafet 0.1 unsafe 0.07
inc-max-3-repeat-safe safe 0.26 safe 0.1
inc-max-3-repeat-unsafe unsafef 0.08 unsafe 0.05
inc-max-4-repeat3-safe safe 0.51 safe 0.13
inc-max-4-repeat3-unsafe unsafef 0.09 | unsafe 0.06
swap-dec-1-base-safe timeout N/A | timeout N/A
swap-dec-1-base-unsafe timeout N/A | timeout N/A
swap-dec-2-base3-safe safe 3.41 | timeout N/A
swap-dec-2-base3-unsafe unsafef 16.03 | timeout N/A
swap-dec-3-exact-safe safe 0.32 | timeout N/A
swap-dec-3-exact-unsafe unsafef 0.13 | unsafe 0.06
swap-dec-4-exact3-safe timeout N/A | timeout N/A
swap-dec-4-exact3-unsafe abort N/A | unsafe 0.07
swap2-dec-1-base-safe safe 1.3 | timeout N/A
swap2-dec-1-base-unsafe unsafef 2.79 | timeout N/A
swap2-dec-2-base3-safe timeout N/A safe 0.6
swap2-dec-2-base3-unsafe timeout N/A | unsafe 2.44
swap2-dec-3-exact-safe timeout N/A | timeout N/A
swap2-dec-3-exact-unsafe unsafef 0.58 | unsafe 0.11
swap2-dec-4-exact3-safe timeout N/A | timeout N/A
swap2-dec-4-exact3-unsafe timeout N/A | unsafe 0.07
just-rec-1-base-safe safe 0.07 safe 0.05
i‘ust—rec-l—base-unsafe unsafef 0.1 unsafe 0.05
inger-dec-1-basic-safe safe 0.1 safe 0.05
linger-dec-1-basic-unsafe unsafef 0.11 unsafe 0.05
linger-dec-2-basic3-safe safe 0.34 safe 0.06
linger-dec-2-basic3-unsafe unsafef 0.34 | unsafe 0.05
linger-dec-3-exact-safe safe 0.12 safe 0.06
linger-dec-3-exact-unsafe unsafef 0.1 | unsafe 0.05
linger-dec-4-exact3-safe safe 0.27 safe 0.07
linger-dec-4-exact3-unsafe unsafef 0.24 | unsafe 0.06
lists-1-append-safe abort N/A abort N/A
lists-1-append-unsafe unsafef 8.3 | unsafe 0.06
lists-2-inc-all-safe abort N/A | timeout N/A
lists-2-inc-all-unsafe unsafef 2.77 | unsafe 0.06
lists-3-inc-some-safe abort N/A | timeout N/A
lists-3-inc-some-unsafe unsafet 9.33 unsafe 0.07
lists-4-inc-some2-safe abort N/A abort N/A
lists-4-inc-some2-unsafe unsafet 12.97 unsafe 0.1
trees-1-append-safe timeout N/A | timeout N/A
trees-1-append-unsafe unsafef 175.94 | unsafe 0.06
trees-2-inc-all-safe abort N/A abort N/A
trees-2-inc-all-unsafe unsafet 13.74 unsafe 0.06
trees-3-inc-some-safe timeout N/A | timeout N/A
trees-3-inc-some-unsafe timeout N/A | unsafe 0.08
trees-4-inc-some2-safe timeout N/A abort N/A
trees-4-inc-some2-unsafe timeout N/A | unsafe 0.11

+ We manually confirmed that the program is indeed unsafe when THRUST concludes
that the program is unsafe, since we have not formally proved the completeness of
THRUST, although it is conjectured to be complete for first-order programs for the
same reason that RUSTHORN is.
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