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Relational Program Verification

* Verification of properties that relate multiple executions of one or more programs

* Clarkson and Schneider formalized such properties as sets of sets of program traces
and coined the term hyperproperties [CSF 2008]
* k-safety is a notable subclass defined as hyperproperties that can be refuted by
observing k finite traces (i.e., the bad thing never involves more than k traces)

* An important trend in formal methods with wide applications including security

[CSF 2008] Clarkson, Schneider. Hyperproperties.
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Example Hyperproperties
on Multiple Programs
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Variants of Program Equivalence

An execution of f(x) terminates and returns y,

Functional (i.e., input-output) equivalence
« Termination-insensitive: f =pr; g 2 VX, v, V2. (f() by ) A (@) b y,) =y, =y,
 Termination-sensitive: f (x) has a diverging execution

f =prs 92 (f =pr1 @) AVx.((f(x) M) = =3y. (g(x) ¥ y)) AVx.((g(x) M) = =3y. (f(x) ¥ y))
* Non-det. & Termination-sensitive: f =nyagrs 9 2 Vx.{y | f(x) Uy} ={y | g(x) U y}
* Probabilistic & Termination-sensitive: f =p,rs g 2 Vx,y.Pr[f(x) U y] = Pr[g(x) U y]

Trace equivalence: p =1, q 2 Tr(p) = Tr(q) The set of finite and infinite execution traces of g

* Bisimilarity: p ~is ¢ £ there is a strong bisimulation R such that (p,q) € R

 Observational equivalence: p =y,s g 2 VC,y.(C[p] U y) & (Clq] U y)

 Captures non-trivial interactions between contexts C and higher-order, object-oriented,
and effectful (e.g., non-det., probabilistic, stateful, exception-raising, ...) programs

* In security applications, attackers’ capabilities are reflected in the definition of contexts C
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Variants of Program Refinement

. S _ Useful to transfer properties and proofs!
 Functional (i.e., input-output) refinement:

* Termination-insensitive: f <;; g 2 Vx,y.(f(x) U y) = (g(x) I y)
* If f <1 g, then = {Pre} g {Post} implies = {Pre} f {Post}
e Termination-sensitive: f <;¢s g2 f < gAVx.(f(x) 1) = (g(x) M)
e If f <;5 g, then & [Pre] g [Post] implies & [Pre] f [Post] (i.e., termination is also transferred)

* Trace refinement: p <. q 2 Tr(p) € Tr(q)
 If p <;, q, then trace properties of g can be transferred to p

« Similarity: p <;m q £ there is a strong simulation R such that (p,q) € R
* If p <im g, then trace (but branching-time) properties of g can be migrated to p
* If p ~pis q, then branching-time (but hyper-) properties of g can be migrated to p
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Program Refinement as Generalized Model Checking

* Program refinement verification = p < q generalizes ordinary model checking p & ¢
* A specification of p is given as a program q instead of a logical formula ¢
g can encode the given ¢ (if the programming language is expressive enough)

* g can be a reference implementation (cf. seL4 Project) or
an abstract model represented as a highly non-deterministic program

 This motivates me to investigate entailment checking problems y; E ¥, In
a first-order fixpoint logic modulo theories we call uCLP [CAV 2017, LICS 2018, POPL 2023]

* | will come back to this point:
relational verification via entailment checking in uCLP

[CAV 2017] Unno et al. Automating Induction for Solving Horn Clauses.
[LICS 2018] Nanjo et al. A Fixpoint Logic and Dependent Effects for Temporal Property Verification.
[POPL 2023] Unno et al. Modular Primal-Dual Fixpoint Logic Solving for Temporal Verification.
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Example Hyperproperties
on Single Program
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Information Flow Confidentiality & Integrity vsac 2003

» Deterministic programs

« Termination-insensitive non-interference € 2-safety c Hypersafety :
TINI(f) £ Vhy, by, x,¥1, Y2 (f (hy, x) U y1) A(f(ho, ) U y2) = v =y,
A well-studied security policy formalizing the absence of information leakage

* Termination-sensitive non-interference:
TSNI(f) = TINI(f) /\Vh'l) hz,x. (f(hllx) ﬂ) = _lay (f(hz,X) U y)

« Timing attack resilience
* Non-deterministic / concurrent programs
* Observational determinism: OD(f) 2 Vhy, hy, x,y1, V2. (f(hy, x) Ly ) A(f(hy,x) U y) = y; =y,
* Possibilistic non-interference
* Tl Generalized NI: TIGNI(f) 2 Vhy,h,,x,y.(f(hy,x) U y) = (f(h,,x) M) vV (f(hy,,x) U y)
* TS Generalized NI: TSGNI(f) 2 Vhy, h,,x,y.(f(hy,x) U y) = (f(h,,x) U y)
 Bisimulation-based non-interface  [JSAC 2003] Sabelfeld, Myers. Language-based Information-flow Security.
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Avallability

e Denial of Service (DoS) attack resilience

 Property that “the average response time over all executions is bounded” is
relational while "the maximum response time is bounded” is non-relational
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Algorithm Analysis

* Robustness and sensitivity [CACM 2012, ICFP 2010]
» Continuity:
Vxqy,%,.¥V€ > 0.3 > 0.d(x1,x,) < 6 =

Vy1, Y- (f(x) by ) A(f(x2) U yp) = d(y1,2) <€
* Lipschitz Continuity:

Cont(f) 2

d(y1,
LOUFL0) & Va0 v () ) A (P U3) = 2 <

[CACM 2012] Chaudhuri et al. Continuity and Robustness of Programs.
[ICFP 2010] Reed, Pierce. Distance Makes the Types Grow Stronger.
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Specific Use Cases (1/2)

* Regression verification [STVR 2013]

* Check refinement T < S for different versions T, S of programs
where T is obtained from S by refactoring, bug fixes, or enhancements

« Goal is to verify the absence of a software regression which is a bug of T
introduced by the modifications to S
* Translation validation [TACAS 1998]

* Check refinement T < S for the source S and target T programs
obtained by compilation or optimization

[STVR 2013] Godlin, Strichman. Regression verification: proving the equivalence of similar programs.
[TACAS 1998] Pnueli et al. Translation Validation.
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Specific Use Cases (2/2)

Verification of an implementation of an
abstract data type with algebraic specs.

 Arithmetic operations with:
equivalence, associativity, commutativity,
distributivity, idempotency, monotonicity
iInvertibility, symmetry, transitivity, ...
(see the right table from [cav 2017))

* List operations with algebraic specs. like:
append (take xs n) (drop xs n) = xs
Try out a web interface of our relational
verifier from http://Ifp.dip.jp/rcaml/

[CAV 2017] Unno et al. Automating Induction for Solving Horn Clauses.
January 16, 2024 VMCAI

| 1D |E: pecification

| kind | features |I‘l’.‘ﬁ1]1t| time (sec.) ‘

l jmult x y +a=mult acc x ya equiv P v 0.378
2 [mult r y =multacc z yl equiv P i 0.803
dmlt (1+xr)y=y+multzry equiv P v 0.403
1lyz0=mltz(l+y)=x+multzy equiv P v 0.426
5 mult x y =mult y = COTIm P e 0.389
6 mult (r+y) z =mult r z +mult y = dist P v 1.964
7Tmltz (y+z)=mult r y+mlt =z dist P v 4.360
§ jmult (mult r y) z =mult r (mult y z) ASSOC P X n/a
D0<ry <za AND< gy < yo =mult ry vy <mult rs yo |mono P v 0.416
10|{sum = + a = sum_acc = a equiv v 0.57
1l|sum x =z + sum (r — 1) equiv v 0.452
12|z <y = sum x < sum ¥y mMono v 0.593
13|z 20 = sum x = sum_down 0 = equiv P v 0.444
4|z < 0 = sum x = sum up = 0 equiv P v 0.530
15 |sum_down = y = sum_up = equiv P X n/a
16|sum = = apply sum = equiv H v 0.430
17 jmult = y = apply2 mult = y equiv | H, P v 0.416
18|repeat r (add ) a y =a+mult r y equiv | H, P v 0.455
19|z < 101 = mc91 = =01 nonrel | v 0.233
Wlz=0Ay>0=ackzry>y nonrel | v 0.316
21l 20=2xsmzr=xx (r+1) nonrel| N v 0.275
22 |dyn_sys ). ——*assert false nonrel| H.N v 0.189
23|flipmod y r = flipmod y (flipmed y x) idem P v 13.200
24 |poninter hi I1 l2 I3 = noninter ha Iy la I3 nonint| P v 1.203
25|try find opt p [ = Some (find p [) with
Not_Found — find opt p [ = None equiv | H, E v 1.065
26 |try mem (find ((=) x) I) [ with Not_Found —+ —(mem x [}lequiv | H, E v 1.056
27|sum list [ = fold left (+) 01 equiv H v 6.148
28 |sum list | = foldright (+) [ 0 equiv H v 0.508
29 (sum_fun randpos n > () equiv | H,D v 0.319
[30|mult z y = mult_Ccode(z, y) lequiv | P,C | v | []'.3{)3‘

t A lemma Panit ace (T, ¥, @, 7) = Pamitsce(T, ¥, 0 — 7 — x) is used
A lemma Pag:(z,y,7) = Foae(z —1,y,7 — y) is used

Used a machine with Intel(R) Xeon(R) CPU (2.50 GHz, 16 GB of memory).


http://lfp.dip.jp/rcaml/

Goal of This Talk

Stimulate the “immature” research field and, hopefully, find research collaborators by
1. discussing the challenges in relational verification,
2. introducing our automated relational verification methods, and
3. highlighting the current limitations as well as future research directions

Disclaimer: This talk will
« mainly deal with fully automated deductive relational verification,
» target functional properties and will not address trace or contextual properties, and

 focus on infinite-state systems that can exhibit effects such as non-termination
and non-determinism, and we will not cover other effects or finite-state systems
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Outline

2. Challenges in Relational Verification

3. Automating Relational Verification
1. Self-Composition (or Product Programs) [CAV 2021]
2. Entaillment Checking in uCLP [cAv 2017]

4. Current Limitations and Future Directions

[CAV 2021] Unno et al. Constraint-Based Relational Verification.
[CAV 2017] Unno et al. Automating Induction for Solving Horn Clauses.
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Challenges in Relational Verification

e Although each program execution is independent (except the input correlation
ensured by the precondition), proving relational properties is challenging
without reasoning about the correlation of intermediate execution states

* Analyzing each execution separately does not work well as it necessitates
an exact summarization of the input-output relation for each execution

* Thus, an automated verifier is required to simultaneously synthesize
1. a correlation of intermediate states, namely a relational invariant and

2. ascheduler (or alignment) that preserves it!
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Comparison with Concurrent Programs Verification

e Executions of programs that run concurrently can be highly dependent as states can be
synchronized with locks or semaphores, and data races can occur due to shared memory

* Concurrent program is checked to satisfy the specification
for all possible interleaving executions under a demonic scheduler
* Multiple executions in relational verification are independent

* |t is sufficient to prove that the specification holds in a certain interleaving execution,
chosen by an angelic scheduler

 However, to reason about the correlation between states at the time of output,
it is still necessary to effectively synchronize at other intermediate points as well

* Therefore, the complexity of the verification is more significantly influenced by the
differences between the programs than by the complexity of each program individually
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Example: Program Equivalence

int multl(int x, int y) {

a: int z=0;

b: while(x>0) { x=x-1; z=z+y }
c: return z;

}

d:
2
£
g:

1

int mult2(int x, int y) {

int z=0;

if(x % 2 == 1) { x=x-1; z=z+y }
while(x>0) { x=x-2; z=z+2*y }
return z;

Let's align the executions to preserve z; = z, as much as possible

multl (pey, x4, 94, 21) 2 (@, 3,4,7) = (b,3,4,0) - (b,2,4,4) > (b,1,4,8) > (b,0,4,12) - (c,0,4,12)

Z1 = Zy

mult2 (pcy, x5, ¥4, 25) : (d,3,4,7) = (e,3,4,0) - (f,2,4,4) - (£,04,12) iv (g,0,4,12)

Z1 = Zy

Z) F 2y Zy = 7y ﬁzl=zz

But how to infer such predicate x; %

2=17

stuttering execution when x; %2 =1

A relational invariant preserved by the above alignment:| instead of lock-step one recovers z, = z,

Vi =Y2 Apci =bApe, = fAX%2=0>2 =2) AN(pc; =bApc, = fAx; %2 =121 +y, = 2,)
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Example: Termination-Insensitive Non-Interference
(TINI) € 2-safety (1/2)

* doubleSquare(h,x) [CAV 2019] computes 2 - x* in two different ways depending on
the high security input h

doubleSquare(bool h, int x) { Can an attacker infer the value of h by

int z, y=0; observing the low security input x and the
if(h) { z=2*x } else { z=x } | |return value y?

while(z>9) { z--; y=y+x }

if('h) { y=2*y } No! TINI(doubleSquare) holds:
return Vs Vhlixll Y1 hz,xz, Y2-
} doubleSquare(h{,x1) U y1 A

doubleSquare(h,,x5) U y, A
X1 =X2=2>Y1=Y2

[CAV 2019] Shemer et al. Property Directed Self Composition.
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Example: Termination-Insensitive Non-Interference
(TINI) € 2-safety (2/2)

 The parallel executions of 2 copies of the program under the partial lock-step
scheduler makes a safe relational invariant “complex”

int z, y=0;

£y: if(h) {z=2*x} else {z=x}
tp: while(z>0) { z--; y=y+x } [[scheduler is not expressible in LIA [cAv 2019]
5. if(!'h) { y=2*y }

return y; }

doubleSquare(bool h, int x) { Any “simple” but safe and ind. relational invariant

preserved by the partial lock-step scheduler?
, No! Safe ind. relational invariant for the

Copy?2 has exited the loop. Partial lock-step scheduler
waits for Copy1 to exit the loop to synchronize

S

Executions (hq,x1,Yy1,21) and (h,, x5, y,, Z,) with the partial lock-step scheduler:
(T, 2,0,2) <£1T,2,0,4) <$2T,2,2,3) (T, 2.4.2) <4«T,2,61) <4T,2,8,0) =3(T,2,8,0)

x1=x2_ﬁ 3’1:3’2H Y1 =Y FI 3’1:3’2i Y17 V2 Y17 Y2 How can we prove
{)1(J—; 2)0; 7) _)fgi, 2)0;2) _)fgl; 2;2;1) _)fil) 2;410) _)fg(l' 2’8’0) that _')/1 — yz?

January 16, 2024
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Example: Co-Termination € Hyperliveness (1/2)

progl(int x, int y) { while(x»9) { x=x-y; } }
prog2(int x, int y) { while(x»0) { x=x-2*y; } }

Do progl(x,,y;) and prog2(x,,y,) agree on termination
under the precondition x; = x, Ay; = y,7?

Yes! (Symmetric) co-termination holds:

VX1, Y1, X2, V2. (X1 =X AY1 =Y2) =
3z4.progl(xq4,y41) U z4 3z,.prog2(x,,y,) U z,
= =(prog2(xz,yz) M) = —(progl(xy,y1) M)

A\

One symmetric co-termination problem boils down to
two asymmetric co-termination problems
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Example: Co-Termination € Hyperliveness (2/2)

progl(int x, int y) { while(x»0) { x=x-y; } }
prog2(int x, int y) { while(x»0) { x=x-2*y; } }

How can we prove that this residual
execution always terminates?

Executions (x4,y;) and (x, ith the partial lock-step scheduler:
41 -G -[CD -0~ 0]

AR =02 Ta1) > (21) » (0,1 prog?

terminated
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Example: (TI-/TS-)GNI € V3ahyperproperties

* gniEx(h,l) non-deterministically returns a value x > [ in two different ways

depending on the high security input h

gniEx(bool high, int low) {

if(high) {
int x = nondet_int();
if(x >= low) { return x }
else { while(true) {} }

} else {
int x = low;
while(nondet bool()){x++}
return Xx;

1

Can an attacker infer the value of h by
observing the low security input [ and

the return value x?
Demonic (V) choice
No! TIGNI(gniEx) holds:

Vhl, hz, l, X1. (gniEX(hl, l) U xl) =
(gniEx(h,, ) M) v FUAEIEENE e)e:
3X5. (gniEX(hz, l) U X)) ANX1 = X9

But how to solve such games between V and 37

TSGNI(gniEXx) also holds:
Vhl, hz, L X1. (gniEX(hl, l) U xl) =
sz. (gniEX(hz, l) [ xz) NX1 =Xy

January 16, 2024
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Other Challenging Examples in the Literature

11int f(uint n, uint m) { .
int k = 0 a: x:=0; 0: 2:=0;
2 1n =% b: while (x <INM) do 1: while (i < V) do
3 for(uint 1 = ©0; 1 < n; ++1) { a[x]:=f(x); j1=0;
4 for(uint j = 0; j < m; ++j) { X++ 2:  while (j < M) do
5 k++; Ali, gle=f(eM+3); 5++;
1++
6 X [LFCS 2013]
T3 Fig. 3. Loop tiling example
8 return k;
o} int x = 0; int y = 0; int z = 0;
1@ int g(uint n, uint m) { while ( * ) { while ( * ) { while ( * && z < 12 ) {
. X++3 if ( y == 12 ) { z++;
11 int k = 0; } y=y+ 2 3
12 for(uint i = @; i < n; ++i) { i (x €0 }else Hlm==120d
’ ’ error(); y++; z =12z + 2;
13 k += m; } } }
} while ( * && z > 12 ) {
14 } if (y<0 1l z++;
. y==13) { }
15 return k’ error(); if (z<0 ||l z==13) {
16 } } error();
[PLDI 2019] 4
: . : . (a) Po (b) Qo (c) Q1
Figure 12. A difficult problem for equivalence checking via [CAV 2016]
pr oduct programs. Fig. 1. Programs Py and QQp and the loop-splitting optimization of Q.

[PLDI 2019] Churchill et al. Semantic program alignment for equivalence checking.
[LFCS 2013] Barthe et al. Beyond 2-Safety: Asymmetric Product Programs for Relational Program Verification

[CAV 2016] Fedyukovich et al. Property Directed Equivalence via Abstract Simulation
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Outline

3. Automating Relational Verification
1. Self-Composition (or Product Programs) [CAV 2021]
2. Entailment Checking in uCLP [CAV 2017]

4. Current Limitations and Future Directions

[CAV 2021] Unno et al. Constraint-Based Relational Verification.
[CAV 2017] Unno et al. Automating Induction for Solving Horn Clauses.
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Self-Composition
(or Product Programs)
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Self-Composition (or Product Programs)

» Relational verification amounts to synthesis of relational invariants and schedulers

* Self-composition refers to a range of techniques aimed at synthesizing alignments
represented symbolically as programs, automata, logical constraints, and games

 Syntactic: [CSFW 2004, SAS 2005, PLAS 2006, FM 2011, LFCS 2013, SAS 2016, LPAR 2017]
« Semantic: [CAV 2019a, CAV 2019b, PLDI 2019, CAV 2021, CAV 2022]

[CSFW 2004] Barthe et al. Secure Information Flow by Self-Composition.
[SAS 2005] Terauchi, Aiken. Secure Information Flow as a Safety Problem.
[PLAS 2006] Unno et al. Combining Type-Based Analysis and Model Checking for Finding Counterexamples against Non-Interference.
[FM 2011] Barthe et al. Relational Verification Using Product Programs.
[LFCS 2013] Barthe et al. Beyond 2-Safety: Asymmetric Product Programs for Relational Program Verification
[SAS 2016] Angelis et al. Relational Verification Through Horn Clause Transformation.
[LPAR 2017] Mordvinov, Fedyukovich. Synchronizing Constrained Horn Clauses.
[CAV 2019a] Farzan, Vandika. Automated Hypersafety Verification.
[CAV 2019b] Shemer et al. Property Directed Self Composition.
[PLDI 2019] Churchill et al. Semantic program alignment for equivalence checking.
[CAV 2021] Unno et al. Constraint-Based Relational Verification.
[CAV 2022] Beutner, Finkbeiner. Software Verification of Hyperproperties Beyond k-Safety.
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Our Approach to Semantic Selt-Composition icav 2021

« Soundly and completely encode the simultaneous synthesis problem of
relational invariants and fair & semantic schedulers needed for relational
verification (k-safety, co-termination, and GNI) as
a constraint solving problem of the class, we call pfwCSP that extends CHCs with

1. head-disjunction (used to express scheduler fairness constraints),
2. well-foundedness constraints (used for synthesizing co-termination witnesses),
3. functionality constraints (used for synthesizing winning strategies for GNI)

* Generalize semantic self-composition for k-safety [cav 2019] to GNI and co-termination

* For solving pfwCSP, provide a constraint solver PCSat based on

the template-based CEGIS and an unsat-core based template refinement

[CAV 2019] Shemer et al. Property Directed Self Composition.

[CAV 2021] Unno et al. Constraint-Based Relational Verification.
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Semantic Self-Composition for TI-NI

Can choose which program to execute depending on the states

+ Find a semantic scheduler Sch and a safe invariant of the parallel executions of 2
copies of the program under Sch

Found scheduler Sch dictates:

doubleSquare(bool h,int x) { both copies move if z; = 2 - z,,
int z, y=0; 15t copy moves itz =2-z,+1
. —9) % — , , . .
by 1f§h) 12=2%x} else {z=x} Found invariant expressible in LIA:
fzi WhllE(Z>@) { Z-=, Y=y+X } hl/\—|h2/\( Vi=2YoNZy =22, V- A )
€3: 1'F('h) { y=2*y } ANXy =Xz \V1=2:-Y2—%Nz1=2-23+1
return y; } Vh{ Ahy A=V =hy Ahy AV =hy A =hy A
Vi =2y, — X
Executions (hq, x1,v1,21) & |(hy, =2y,
1 (T,2,0,7) 52(T,2,04) £ (T\\2,3) (T, 2 6 % 2,8,0) & (T,2,8,0)
3’1=)’2_!>1 Y1 =2y, FI
£(L1,2,0,7) =,(1,2,0,2) =,(L,2,2,1) »,(L,2,40) -,(L,28,0) W=y
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Prog. & Spec. pfwCSP SAT or UNSAT

the relational invariant is

represents a relational invariant
inductive and implies TI-NI

preserved by a semantic scheduler

L

doubleSquare
(bool h, int x) {

—
N

[(Vy,V,) = the scheduler is fair: at least one

11(xy, 1,21, V, unfinished program must be
non-Horn clause thalt 2, >0 A scheduled if there is any
goes beyond CHCs ! z (necessary for the soundness)
. ‘-‘ o)
1 =2y, =T, <UNZ, <0,

represent the semantic
scheduler: if Sch, holds,
1t copy is scheduled

Schy(Vy, Vo) V Schy(Vy, Vo) V Schy (Vs VZ))
— I(Vl,Vz) N\ (Zl > OVZZ > O),
Al > ()« I(Vl, Vz) /\SChl(Vl, Vz) /\Zz > 0,

h ‘ e \22 >0 = [(V3, Vo) ASchy(Vy, V) Az >0,

where V; = x4,y1,2z; and V, = x5,v,, 2

January 16, 2024 VMCAI'24, London, UK
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Semantic Self-Composition for Asymmetric Co-
Termination

* Find a fair semantic scheduler Sch, a relational invariant, and a well-founded
relation under Sch

progl(int x, int y) { while(x»9) { x=x-y; } }
prog2(int x, int y) { while(x»0) { x=x-2*y; } }

Found scheduler Sch dictates: Found well-founded relation says:
both programs move if x; > 0Ax, >0, ||ifx; >0Ax, <0,then progl repeatedly decreases x4
progl movesifx; >0Ax, <0 but x, is lower bounded by 0

Executions (xq4,y;) and (x,,y,) with Sch :
41 - G1)~-(21)->11)->(01) < progl

X1 = X2 |_71 I I terminated

AY1=Y2 A . ) : : :
(4,1) » (2,1) - (0,1)= prog2 Found relational invariant implies:
terminated
X1 >0Ax, <0=>y, 21
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January 1

Prog. & Spec.

AN

g |

pfwCSP |.‘ SAT or UNSAT

represents a relational invariant
preserved by a semantic scheduler

progl(x, y) {
while(x>0)

{ x=x-y }

represents a well-
founded relation
witnessing the
termination of prog1
relative to the
termination of prog2

1(0,b,V) < F;(V

I(d', b, x1, Y1, X2, ¥,) &
(x1 >0Ax; =% —Y

U(Vl' X1

represents a total function
used to select a bound b for
each state IV

IS
the
plies

(xy >0Ax, >0=>d'
—y1,Y1) &= (b= o
Schy(d,b,V) V Schy(d, b, V) V Schy ,(d, b, V)
& I(d,b,V)AN(xy >0Vxy, >0),
x, >0« 1(d,b,V)ANSchy(d,b,V)Ax, >0,
x, >0« 1I(d,b,V)ANSch,(d,b,V)Axy >0,
E|-b,blab >0 < I1(d,bV,,V,)Axy>0Axy > 0/

the scheduler is fair: all
unfinished programs must

be eventually scheduled
(necessary for soundness)

the difference d between the numbers of steps

——

taken by the two is within the bound b
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Semantic Self-Composition for (TI-/TS-)GNI

* Find a fair semantic scheduler, a relational invariant, a well-founded relation,
and strategies for the non-deterministic choices of the angelic side
« Augment the encodings for TI-NI and Co-Term with

 predicate variables that represent the strategies:
total functions from states to choices of the angelic side

 prophecy variables that represent the final outputs of the demonic side
(necessary for the completeness)

* Please refer to [CAV 2021] for details and examples

[CAV 2021] Unno et al. Constraint-Based Relational Verification.
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Implementation and Evaluation

* Evaluated our solver PCSat for solving pfwCSP

on 20 relational verification problems:

* 15 solved fully automatically, 5 required small hints
Program Time (s)|#Iters||[Program Time (s)|#Iters
DoubleSquareNI hFT| 17.762 42||HalfSquareNI 11.853 35
DoubleSquareNI hTF| 26.495 b5||Arraylnserti 118.671 73
DoubleSquareNI hFF 2.944 9|[SquareSumfi 337.596| 117
DoubleSquareNI hTT 4.055 11}[SimpleTS  GNI1 5.397 14
CotermlIntrol 19.322 80(|SimpleTsS  GNI2 8.919 26
CotermlIntro2 15.871 73{|InfBranchTS GNI 2.607 1
TS GNI hFT{ 47.083 78|[TI _GNI hFTfy 4.389 16
TS GNI hTF 5.076 17{|TI_GNI hTF 2.277 6
TS GNI hFF 7.174 24||TI _GNI_hFF 2.968 6
TS GNI hTTy 23.495 53||TI_GNI_hTT 4.148 22




The CoAR Verification & Synthesis Tool Chain

(https://github.com/hiroshi-unno/coar)

* Intermediate languages: (cf. CHCs, SyGusS, SemGus, ...)

« pfwnCSP: predicate Constraint Satisfaction Problem with functionality, well-foundedness,
& non—emptiness constrains [AAAI20, CAV21dt, CAV21rel, POPL230pt..]

« uCLP: Constraint Logic Program with arbitrarily nested inductive & co-inductive
predicates (= fixpoint logic modulo theories) ropi2smod, .

 Backends:
 PCSat: hWhCSP constraint solver/optimizer [AAAI20, CAV21dt, CAV21rel, POPL230pt, ...]
* MuVal : uCLP solver based on pfwnCSP solving rcavzidt, popi23mod, .
* MuCyc : uCLP solver based on cyclic-proof search (cavi7, rori2z, .3

* Frontends:
« Constraint generator for C wsasig
« Constraint generator for LTS cavaiar .1 (LLVM IR to LTS translator available)

° RCamI : constraint generator fOI’ OCamI [FLOPS08, PPDP09, POPL13, SAS15, POPL18, LICS18, CAV18, POPL23aem, POPL24, ...]
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https://github.com/hiroshi-unno/coar

Discussion

« Semantic self-composition has a high theoretical potential and promising
experimental results have actually been obtained
 Current limitations
* Relational verifiers based on semantic self-composition exhibit increased search
costs and reduced efficiency as the capability of representable schedulers grows
* Future directions

* Leverage various existing syntactic and semantic abstraction, search pruning, and
symmetry breaking techniques to accelerate the search
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Entailment Checking in uCLP



Program Refinement as Generalized Model Checking

* Program refinement verification = p < q generalizes ordinary model checking p & ¢
* A specification of p is given as a program q instead of a logical formula ¢
g can encode the given ¢ (if the programming language is expressive enough)
 q can be a reference implementation (cf. seL4 Project) or
an abstract model represented as a highly nhon-deterministic program

 This motivates me to investigate entailment checking problems y; E ¥, In
a first-order fixpoint logic modulo theories we call uCLP [CAV 2017, LICS 2018, POPL 2023]

 Relational verification boils down to entailment checking in uCLP

[CAV 2017] Unno et al. Automating Induction for Solving Horn Clauses.
[LICS 2018] Nanjo et al. A Fixpoint Logic and Dependent Effects for Temporal Property Verification.
[POPL 2023] Unno et al. Modular Primal-Dual Fixpoint Logic Solving for Temporal Verification.

January 16, 2024 VMCAI'24, London, UK 38



Example: Functional Program & Relational Spec.

(* recursive function o compute "x x y" *)
let rec mult x vy =
if y=0 then O else x + mult x (y - 1)

(* tail recursive function to compute "x x y + a" *)
let rec mult_acc xya-=
if y =0 then a else mult_acc x (y - 1) (a + x)

(* functional equivalence of mult and mult_acc *)
let main x y a = assert (mult x y + a = mult_acc x y a)
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CHCs Constraint Generation
based on Dependent Reflnement Types [PPDP 2009]

e’r rec mult x y =
} if y=0thenO |
elsex+mult x(y-1) o/
fet reg/mult_acc x y a =
/= 0 then a

i assert (mult xy +a ;
o =mult_accxya)

[PPDP 2009] Unno, Kobayashi.
Dependent Type Inference
with Interpolants.
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CHC Solving via Entailment Checking in uCLP

The CHCs on the right is satisfiable if and only if
the following entailment holds in uCLP

P(x,y,s1),Q(x,y,a,s,) Es;+a=-=s,

h P(x,0,0)
wnere
P(:I:}ng;q_r)<:P($,y—1}?")/\y7é0
B y=0V Q(:I:OG,G,)
P Y _ P
(x,y,2) Hy0APx,y—1,r)Az=x+T Q(xyGT)<:Q($y_1 a,-l-:l’:?")/\‘y#o

_ y=0Ar=ayv 31+a':'92<:P($}y131)/\Q($}y}a'332)
QCx.y,a,7) Hy+x0AQ(x,y—1,a+x,71)
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UCLP: An Extension of CLP with Quantifiers and
Arbitrarily-Nested (Co-)Inductive Predicates

 Can be seen as a first-order fixpoint logic modulo background theories T

(formulas) ¢ ::= L | T |A(Z) | =P |1 Ay | D1V ey | V.| Tx.d | p(D)
(terms) t ::= x | f(£) (predicates) p ::= X | uX.A%. ¢ | vX.AX. ¢

A ranges over predicate symbols and f ranges over function symbols in T,
* x ranges over term variables and X ranges over predicate variables,
* Predicates occur only positively in uX.Ax. ¢ and vX. Ax. ¢ for monotonicity

* Least fixpoints uX. Ax. ¢ represent inductive predicates, and
greatest fixpoints vX. AX. ¢ represent co-inductive predicates

» We also use equational form: X(x) =, ¢ and X(x) =, ¢

« Examples (integer arithmetic as T):
> (,uX.Ax.x: OVX(x—l))(x)(:)x= OVx=1vVx=2V--3z>0.x=2Z
> (VX./lx.xZ O/\X(x+1))(x)<:>x2 OAxX+120Ax+2=20AVZz>20x+2z20




Entailment Checking via Inductive Theorem Proving

P(x,0,0) P(x,y,x+7r)<=Plx,y—1,r)Ay#0
Q(x,0,a,a) Q(x,y,a,vr)<Q(x,y—1La+x,r)Ay+#0
si+ta=s,<P(x,y,s1)ANQ(x,y,a,s5)

N

:yZO/\TZO P(:B}y—]_}?‘—ﬂ}) :y#O
P(z,y,r P(x,y,r
Prove this by (@,y,7) (,,7)
induction on =y=0Aa=r Qy—latzr) EFy#0
derivation of Q(‘Tﬁy*a?r) Q(ﬂ?;’y; CM')

P(xlstl) P(x’ Y, Sl) N\ Q(x,y, a, SZ) = S1. Tad=3S5y
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Principle of Induction on Derivation

VD. yY(D) if and only if
vD. (vD'.D’ < D = y(D")) = (D)

where D' < D represents that
D' is a strict sub-derivation of D

- Assume Y (D,),Y(D,),
]—31 lp(DB)' l/)(Dél-)'

Dy Dy s s s
D J2 ] D; J4 < ¢(]—>¢(]—>¢(]—4>
1

and prove Y (D)

VMCAI'24, London, UK




CHC Solving:

P(z,0,0)

P(z,y,z+r) < P(z,y—1,7r) ANy #0

Q(mﬂ O? al’? a)

Qz,y,a,7) <= Qz,y —Lat+z,r) ANy #0

s1+a=58y < Plx

,51) A Q(x,y.a,89)

Induction hypotheses and lemmas

;P(x'yisl)lQ(x)y)a)SZ) - S1 T a= S?

=y 70

P(LE,y,T') P(iﬂ,y,?")
—y=0ANa=7r Qz,y—1l,a+z,7)

=y #0

Q($1 y! al’ﬂ Ir) Q(:I:l y! al’ﬂ Ir)

Januar y 16, 2024 VMCAI'24, London, UK
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[=y=0/\r=0] [P(:L‘,y—l,r—m) =y750]

P(z,y,7) P(z,y,7)
=—y=0Na=7r Qz,y—1l,a+z,7) Ey#0
Q(z,y,a,r) O(z.y.a,r

Add an induction hypothesid@uard to avoid unsound application
vx',y', sq, a’,sé.D(P(x’,y’, s1)) < D(P(x, Y, Sl)) A
P(x',y,s;)ANQ(x',y',a',s3) = s, +a =5,

‘}/:

nduct [l Unfola

Yy }'y:O/\S:l:OI— ’}’:;P(ﬂcay—l,ﬁ—m),y%ﬂl—)

0; P(x,y,s1),Q(x,y,a,s2) F s1+a=s2
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Ey=0Ar=0) Pl@y—-lr—z) EFy#0
S P(ﬂj}y}r) b P(ﬂ;‘}y}?‘)
—y=0Aa=r [Q(:E,y—lja—l—:z:}r) :y#o]
\ Q(J:,y,a,r) Q(.’E,y,a,r)
61 }/\y:[)/\a,:sgl— ) 6;---;Q(ﬁ%y—l:a-l—ﬂ?,sz),---/\y%OI— l

v, P(z,y,51), Q(z,4.a,.52),y =0A 81 =0F 51 +a = s

0; P(x,y,s1),Q(x,y,a,s2) F s1+a=s2

January 16, 2024 VMCAI'24, London, UK
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=Ey=0Ar=0) Plz,y—1,r—z) Ey#0
[ P(z,y,r) ) P(z,y,r)
=—y=0Na=7)| Qlz,y—l,a+z,7) Ey#0
L Q($: Y, a, T) Q(:I:: Y, a, T)
6;...’.../\?;:0/\55:52[—..)

v; P(z,y,81),Q(x,9,a,52),y =0As1=0F sy +a=s

January 16, 2024

0; P(z,y,s1),RQ(z,y,a,s2) - 81+ a = s2

VMCAI'24, London, UK
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=Ey=0Ar=0) Plz,y—1,r—z) Ey#0
P(z,y,r) P(z,y,r)

>=y=0/\a=fr‘< Qlz,y—l,a+x,7r) Ey#0

__Q,y,a,1) Q(z,y,a,7)

:y:[}/\51:0/\a=82:>81—|—a,282

vy, Yy=0A81 =0Aa=s9F 81 +a=ss

v; P(z,y,81),Q(x,9,a,52),y =0As1=0F sy +a=s

January 16, 2024

0; P(z,y,s1),RQ(z,y,a,s2) - 81+ a = s2

VMCAI'24, London, UK
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—y=0Ar=20 Plz,y—1,r—x) Ey#0

[ P(z,y,r) ] P(z,y,r)
—y=0Aa=r [Q(ac}y—lja—l—a:,r) =y750]
Q(z,y,a,r) Q(z,y,a,r)

65-.. Qz,y—1,a+x,82),---ANy#0F )

v; P(z,y,81),Q(x,9,a,52),y =0As1=0F sy +a=s

January 16, 2024

0; P(x,y,s1),Q(x,y,a,s2) F s1+a=s2

VMCAI'24, London, UK
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[=y=0/\r=0] Plz,y—1,r—z) Ey#0
Pla,y,7) Plz,y.7)
—y=0Aa=r [Q(xjy—ljaJraw) =y750]
Q(:I:}y} a} T) Q(:I:} y? a} T)

y=0/\51=0/\y750=>31—|—a=32

Yyt ,Q(x,y—l,a—l—x,SQ)}y:O/\sl=0/\y750|—31—|—a=32

v; P(z,y,81),Q(x,9,a,52),y =0As1=0F sy +a=s

0; P(x,y,s1),Q(x,y,a,s2) F s1+a=s2

January 16, 2024
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—y=0Ar=20
P(z,y,r)

]

—y=0Aa=r

Q($} y} a} T)

P(iﬂjy—l}?‘—ii) :y#o
P(z,y,r)

Qlz,y—l,a+z,7r) Ey#0

Q($} y? a} -’r)

0; P(x,y,s1),Q(x,y,a,s2) F s1+a=s2

January 16, 2024
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—y=0Ar=20 Plz,y—1,r—xz) Ey#0
Pz, y,1) P(z,y.1)
=—y=0Na=7r Qz,y—1l,a+z,7) Ey#0
Q(:I:?y} a? "r") Q(:I:? y? a? T)
;- Plz,y — 1,5 —x),y #0F -

0; P(x, y}sl) Q(x,y,a,s2) - s1+a=s2

January 16, 2024
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—y=0Ar=20 Plz,y—1,r—xz) Ey#0

P(z,y,r) P(z,y,r)
[=y=0/\a=’r] Qlz,y—l,a+z,r) Ey#0
Q($?y} a? T) Q($? y? a? T)

m ase analysis on the last rule usec

6‘---,---/\?,1 OANa=soF - ) 6 ,Q(m,y—l,a—l—m,sz),---/\y#OI—--)_
v P(z,y,81),Q(z,y,0,52), P(z,y — 1,81 —2),y #0F 51 +a = sy
0; P(xz,y,s1),Q(x,y,a,s2) - s1 +a = s9
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—y=0Ar=20 [P(:L‘,y—l,r—m) =y750]

P(z,y,r) P(z,y,r)
[=y=0/\a=’r] Qz,y—1l,a+z,7) EFy#0

Q(:I:?y}a??n) Q(:]:?y?aﬁr)

6;...}.../\3}:0/\(1:32|— )

7;P($zy}Sl):Q(:E:y}a}SQ):P(J::y _ 1151 _ $),y 7é 0+ S§1 T a = 89
0; P(x,y,51),Q(z,y,a,s2) = 51 +a= sy
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—y=0Ar=20

P(z,y,r)

|

—y=0Aa=r

Q($} y} a} T)

]

[P(iL',y—].,T—II?) :y#o]
P(z,y,r)
Q(r,y—1l,at+z,r) Ey#0

Q($} y? a} -’r)

=y#0Ay=0Aa=s8y= 81 +a= 5

Y-,y #FOAy=0ANa=s2Fs1+a=s

’)/;P(:L‘,y}31),Q($,y,a,sg),P($,y—1,51 _$)3y#0|_51 + a = 82

January 16, 2024

0; P(x,y,s1),Q(x,y,a,s2) F s1+a=s2
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—y=0Ar=20

P(z,y,r)
—y=0Aa=r

Q($} y} a} T)

Plxz,y—1,r—x) Fy#0
P(z,y,r)
Qlz,y—1l,a+x,7r) Ey#0
Q(mjy,a,’r)

65-.. Qz,y—1,a+x,82),---ANy#0F )

’)/;P(:L‘,y}31),Q($,y,a,sg),P($,y—1,51 _$)3y#0|_51 + a = 82

0; P(x,y,s1),Q(x,y,a,s2) F s1+a=s2

January 16, 2024
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—y=0Ar=20 Plz,y—1,r—xz) Ey#0

P(z,y,7) P(z,y,7)
=—y=0Na=7r [Qz,y—1l,a+z,7) Ey#0
Q(:I:?y} a? T) Q(:‘B? y? a? rr)

D(P(x,y— 1, s4 —x)) < D(P(x,y,sl)) AP(x,y —1,51 —x) A\
Qx,y—1la+x,s,)=(;—x)+(a+x)=s,
Yio Yy FO0A(s1—x)+ (a+x) =59 F s1+a= s
vir, Ple,y — 1,81 —2),Q(z,y — l,a+x,580),y #0F 51 +a = sy
v; P(x,y, 1), Q(x,y,a,s2), Plx,y — 1,81 —x),y #0F s1 +a = s9
0; P(xz,y,s1),Q(x,y,a,s2) - s1 +a = s9

o(y) =
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—y=0Ar=20 Plz,y—1,r—xz) Ey#0

P(z,y,7) P(z,y,7)
=—y=0Na=7r [Qz,y—1l,a+z,7) Ey#0
Q(:I:?y} a? T) Q(:‘B? y? a? rr)

=y#0A(s1—z)+(a+x) =8, =51 +a=s

Yio Yy FO0A(s1—x)+ (a+x) =59 F s1+a= s
vir, Ple,y — 1,81 —2),Q(z,y — l,a+x,580),y #0F 51 +a = sy
v; P(x,y, 1), Q(x,y,a,s2), Plx,y — 1,81 —x),y #0F s1 +a = s9
0; P(xz,y,s1),Q(x,y,a,s2) - s1 +a = s9
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Properties of the Inductive Proof System for CHCs
Solving

« Soundness: If the goal is proved, the original CHCs have a solution (which may not be
expressible in the background theory)

* Relative Completeness: If the original CHCs have a solution expressible in the
background theory, the goal is provable
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Automating Induction

 Use the following rule application strategy:
» Repeatedly apply INDHYP until no new premises are added
* Apply VALID whenever a new premise is added
* Select some P(t) and apply INDUCT and UNFOLD

* Close a proof branch by VALID that uses

« SMT solvers: provide efficient and powerful reasoning about data structures (e.g.,
integers, reals, algebraic data structures) but predicates are abstracted as
uninterpreted functions

« CHC solvers: provide bit costly but powerful reasoning about inductive
predicates
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A Prototype Entailment Checker MuCyc
http://Ifp.dip.jp/rcaml/

» Use Z3 and SPACER respectively as the backend SMT and CHC solvers

Integrated with a dependent refinement type based CHC generation tool RCaml for OCam|

Currently support entailments in
« The fragment corresponding to CHCs: P, (x7), ..., B,(x;;) E ¢ and

« P,(x7), ..., B,(x;)) E Q(y), which is useful for program refinement verification and proving
lemmas to prove entailments in the above fragment (cf. commutativity proof of mult)

Can prove and then exploit lemmas which are:
« User-supplied,
 Heuristically conjectured from the given constraints, or

« Automatically generated by an abstract interpreter

Can generate a counterexample (if any)
January 16, 2024 VMCAI'24, London, UK 62
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Experiments on IsaPlanner Benchmark Set

« 85 (mostly) relational verification problems of
total functions on inductively defined data structures

Inductive Theorem Prover |#Successfully Proved

RCaml 68
Zeno . _ 82 [Sonnex+ '12]
HipSpec upport z.;\utomatlc 80 [Claessen+ ’13]
lemma discovery &
cvea goal generalization 80 [Reynolds+"15)
ACL2s /4 (according to [Sonnex+’12])
IsaPlanner A7 (according to [Sonnex+’12])
Dafny 45 (according to [Sonnex+ ’'12])

January 16, 2024 VMCAI'24, London, UK
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Experiments on Benchmark Programs with
Advanced Language Features & Side-Effects

30 (mostly) relational verification problems for:
« Complex integer functions: Ackermann, McCarthy91
* Nonlinear real functions: dyn_sys

Higher-order functions: fold_left, fold_right, repeat, find, ...

Exceptions: find

Non-terminating functions: mult, sum, ...

Non-deterministic functions: randpos

Imperative procedures: mult_Ccode

January 16, 2024 VMCAI'24, London, UK
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|ID|5~'peciﬁca1;iu1l

|ki11r1

features | rf:s~'1111;| time (sec.) |

l jmult x y +a=mult.acc x y a equiv P v 0.378
2 mult xr y =mult_acc = y (0 equiv P T 0.803
Jmult (1+z)y=y+multxy equiv P v 0.403
Alyz0=2mltz(l+y)=rz4+mltzy equiv P v 0.426
5 mult x y =mult y x comimn P v/ 0.389
6 mult (r+y) 2 =mult r z +mult y = dist P v 1.964
7 mult x (y+ 2) =mult r y+mult = 2 dist P v 4.360
8 [mult (mult r y) z = mult r (mult y =) ASSOC P X n/a
G0<z; <z A<y, <y = mult r; y; < mult ro y2 |mono P v 0.416
10|sum & + @ = sum_acc x a equiv v 0.576
lljsum r = = 4+ sum (x — 1) equiv v 0.452
12|z <y = sum r < sum ¥ mono v/ 0.593
e 28 (2 required lemmas) successfully proved by MuCyc

* 3 proved by CHC constraint solver uZ PDR
e 2 proved by inductive theorem prover CVC4 (if inductive
predicates are encoded using unmterpreted functions)

24|noninter hi [1 Iz Iz = noninter ha [y l2 [a nonint v 1.203
25|try find opt p | = Some (find p [) with

Not_Found —+ find opt p | = None equiv | H, E v 1.065
26|try mem (find ((=) x) I) I with Not_Found — —(mem x [)|equiv | H, E v 1.056
27|sum 1list | = fold left (+) O equiv H v 6.148
28 |sum_list [ = fold right (+) 1 0 equiv H v 0.508
29 |sum_fun randpos n = () equiv | H.D v 0.319
|3[]||:|1u11: x y =mult Ccode(x, y) |cq11ix-' | P, C | v | E}.H{]3|

f A lemma Fowit ace (T, Y, @, 7) = Panitace(Z, ¥, 0 — z, 7 — x) is used
P A lemma Poge(z,y,7) = Panie(x — 1.y, 7 — y) is used
Used a machine with Intel(R) Xeon(R) CPU (2.50 GHz. 16 GB of memory).




Discussion

* The integration of SMT solving, CHC solving, and inductive theorem proving
resulted in an automated relational verifier across programs in various paradigms
with advanced language features and side-effects

 Current limitations
* Limited support for automatic lemma discovery and goal generalization
* Does not support the full fragment of uCLP

* Future directions

« Generalize the recently observed connection of (co)inductive theorem proving to
invariant and ranking function synthesis [LICS 2018, POPL 2023] and software model

checking [porL 2022] to the full fragment of uCLP
[LICS 2018] Nanjo et al. A Fixpoint Logic and Dependent Effects for Temporal Property Verification.

[POPL 2022] Tsukada, Unno. Software Model-Checking as Cyclic-Proof Search.

[POPL 2023] Unno et al. Modular Primal-Dual Fixpoint Logic Solving for Temporal Verlflcatlon
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Outline

1. Introduction
2. Challenges in Relational Verification

3. Automating Relational Verification
1. Self-Composition (or Product Programs) [CAV 2021]
2. Entaillment Checking in uCLP [CAv 2017]

4. Current Limitations and Future Directions

[CAV 2021] Unno et al. Constraint-Based Relational Verification.
[CAV 2017] Unno et al. Automating Induction for Solving Horn Clauses.
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Current Limitations of Both Approaches

* It often becomes impossible to establish program refinement and equivalence, when
there is movement of statements across loops or recursions

* E.g., loop-invariant code motion, loop interchange, loop fusion, ...

» Using commutativity or idempotency at the right times may help establish
program refinement or equivalence, but more research is needed to automate it

 Although not automated, the proof system for entailment in uCLP can prove commutativity
and idempotency and use them as lemmas to prove other entailments that involve reordering
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Ongoing and Future Work

» Develop a general theory and algorithms for aligning reordered executions

* Improve the efficiency of semantic self-composition by incorporating abstraction,
search pruning, and symmetry breaking techniques

« Automate relational entailments checking in the full class of uCLP

« Automate program verification of:
* Temporal relational properties expressed in hyperlogics (HyperLTL, HyperCTL, ...)

 Probabilistic relational properties, motivated from
security, privacy, cryptography, and machine learning
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Conclusion

* Relational verification amounts to synthesis of relational invariants and schedulers

« Emerging semantic self-composition techniques enable precise alignment but
require further development to be refined into an efficient solver

 An alternative approach based on entailment checking in uCLP, a first-order
fixpoint logic, shows promise, though it requires more automation through the
adoption of software model checking and theorem proving techniques to fully realize
the potential of this approach

* In both automated approaches, aligning reordered executions remains a challenge

January 16, 2024 VMCAI'24, London, UK 70



Acknowledgements

* This talk is based in part on the following two papers

1. Hiroshi Unno, Tachio Terauchi, Eric Koskinen:
Constraint-Based Relational Verification. CAV (1) 2021: 742-766

2. Hiroshi Unno, Sho Torii, Hiroki Sakamoto:
Automating Induction for Solving Horn Clauses. CAV (2) 2017: 571-591

* | would like to thank my research collaborators Tachio and Eric as well as my former
students Sho and Hiroki.

January 16, 2024 VMCAI'24, London, UK 71



Questions?

January 16, 2024

VMCAI'24, London, UK

72



	Automating Relational Program Verification
	Relational Program Verification
	Example Hyperproperties�on Multiple Programs
	Variants of Program Equivalence
	Variants of Program Refinement
	Program Refinement as Generalized Model Checking
	Example Hyperproperties�on Single Program
	Information Flow Confidentiality & Integrity [JSAC 2003]
	Availability
	Algorithm Analysis
	Specific Use Cases (1/2)
	Specific Use Cases (2/2)
	Goal of This Talk
	Outline
	Outline
	Challenges in Relational Verification
	Comparison with Concurrent Programs Verification
	Example: Program Equivalence
	Example: Termination-Insensitive Non-Interference (TINI) ∈ 2-safety (1/2)
	Example: Termination-Insensitive Non-Interference (TINI) ∈ 2-safety (2/2)
	Example: Co-Termination ∈ Hyperliveness (1/2)
	Example: Co-Termination ∈ Hyperliveness (2/2)
	Example: (TI-/TS-)GNI ∈ ∀∃hyperproperties
	Other Challenging Examples in the Literature
	Outline
	Self-Composition�(or Product Programs)
	Self-Composition (or Product Programs)
	Our Approach to Semantic Self-Composition [CAV 2021]
	Semantic Self-Composition for TI-NI
	スライド番号 30
	Semantic Self-Composition for Asymmetric Co-Termination
	スライド番号 32
	Semantic Self-Composition for (TI-/TS-)GNI
	Implementation and Evaluation
	The CoAR Verification & Synthesis Tool Chain (https://github.com/hiroshi-unno/coar)
	Discussion
	Entailment Checking in 𝝁𝐂𝐋𝐏
	Program Refinement as Generalized Model Checking
	Example: Functional Program & Relational Spec.
	CHCs Constraint Generation�based on Dependent Refinement Types [PPDP 2009]
	CHC Solving via Entailment Checking in 𝝁CLP
	𝝁CLP: An Extension of CLP with Quantifiers and Arbitrarily-Nested (Co-)Inductive Predicates
	Entailment Checking via Inductive Theorem Proving
	Principle of Induction on Derivation
	スライド番号 45
	スライド番号 46
	スライド番号 47
	スライド番号 48
	スライド番号 49
	スライド番号 50
	スライド番号 51
	スライド番号 52
	スライド番号 53
	スライド番号 54
	スライド番号 55
	スライド番号 56
	スライド番号 57
	スライド番号 58
	スライド番号 59
	Properties of the Inductive Proof System for CHCs Solving
	Automating Induction
	A Prototype Entailment Checker MuCyc�http://lfp.dip.jp/rcaml/ 
	Experiments on IsaPlanner Benchmark Set
	Experiments on Benchmark Programs with Advanced Language Features & Side-Effects
	スライド番号 65
	Discussion
	Outline
	Current Limitations of Both Approaches
	Ongoing and Future Work
	Conclusion
	Acknowledgements
	Questions?
	Hiroshi Unno (University of Tsukuba, Japan)
	Semantic Self-Composition for Asymmetric Co-Termination
	Example Constraints that Can Not be Solved by Previous Methods
	Our Constraint Solving Method



